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COMPOSITION CODES FOR - MULTIPLE USER COMMUNI CATION SYSTEMS 

ABSTRACT 

Timothy  J. H e a l y  

Department  of E l e c t r i c a l  Eng inee r ing  and  Computer S c i e n c e  

U n i v e r s i t y  of S a n t a  C la ra  

T h i s  r e p o r t  i n t r o d u c e s  a n d  s t u d i e s  i n  d e t a i l  a new a l g o r i t h m  
which decodes code d i v i s i o n  m u l t i p l e  u s e r  communication s i g n a l s .  
T h e  a l g o r i t h m  makes  u s e  o f  t h e  d i s t i n c t i v e  fo rm or p a t t e r n  o f  
each s i g n a l  t o  separate it from the  composite s i g n a l  created by 
the m u l t i p l e  u s e r s .  A l though  the a lgori thm is  p r e s e n t e d  i n  terms 
of f r e q u e n c y  hopped s i g n a l s ,  t h e  a c t u a l  t r a n s m i t t e r  modu la to r  can 
u s e  any  of the  e x i s t i n g  d i g i t a l  m o d u l a t i o n  t e c h n i q u e s .  

T h e  r e p o r t  a l s o  s t u d i e s  s o m e  of t h e  codes which c a n  be u s e d  i n  
c o n n e c t i o n  w i t h  the algori thm, and r e l a t e s  the algori thm t o  pas t  
s t u d i e s  wh ich  u s e  o t h e r  a p p r o a c h e s  t o  t he  same problem. Codes  
c o n s i d e r e d  here  i n c l u d e  a s e t  of d e t e r m i n i s t i c  codes,  c a l l e d  
" P r i m e  Number Codes", which lead  t o  z e r o  i n t e r - u s e r  i n t e r f e r e n c e ,  
and random codes, i n  w h i c h  t h e  i n t e r - u s e r  i n t e r f e r e n c e  is f i n i t e  
b u t  s t a t i s t i c a l l y  c o n t r o l  l e d .  

A number of t e c h n i q u e s  f o r  t h e  c o n t r o l  of errors d u e  t o  i n t e r f e r -  
e n c e  and  due  t o  n o i s e  are cons ide red .  

F i n a l l y ,  a p r a c t i c a l  a p p l i c a t i o n  s c e n a r i o  i s  p r e s e n t e d .  
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COMPOSITION CODES FOR MULTIPLE USER COMMUNICATION SYSTEMS 

1. INTRODUCTION 

Many c o m m u n i c a t i o n  s y s t e m s  a r e  d e s i g n e d  t o  s e r v e  a number of 
u s e r s ,  o f t e n  i n  s i t u a t i o n s  i n  which the i n t e r c o n n e c t i o n s  between 
u s e r s  v a r y  w i t h  t i m e .  Sometimes it may be n e c e s s a r y  for  a s y s t e m  
t o  a c t  i n  a "broadcast"  mode i n  which o n e  u s e r  t r a n s m i t s  t o  a l l  
o f  t he  other u s e r s  or t o  a s u b s e t  of these u s e r s .  A t  other t i m e s  
w e  may need t o  operate i n  a " m u l t i p l e  access'' mode i n  which many 
u s e r s  t r a n s m i t  t o  a s i n g l e  r e c e i v e r .  And of c o u r s e  a d e g e n e r a t e  
case of e i t h e r  o f  t h e  a b o v e  i s  t he  s i t u a t i o n  i n  w h i c h  o n e  u s e r  
communicates  w i t h  one  other u s e r .  These v a r i o u s  forms a re  refer- 
r e d  t o  g e n e r i c a l l y  as " m u l t i p l e  user ' '  commmunications. 

I n  order t o  e f f e c t  a n y  of t h e  above  f o r m s  of communicat ion,  it i s  
n e c e s s a r y  t o  s e t  up  some form of c h a n n e l i z a t i o n  b e t w e e n  t h e  
p a r t i c u l a r  u s e r s  which need  t o  be i n t e r c o n n e c t e d .  G i v e n  t h a t  the  
s y s t e m  h a s  a v a i l a b l e  some p o r t i o n  of t h e  f r e q u e n c y - t i m e - s p a c e  
s p e c t r u m  [ see ,  f o r  e x a m p l e ,  B e r r y ( 1 9 7 7 ) ] ,  it i s  p o s s i b l e  t o  
e s t a b l i s h  c h a n n e l s  by  d i v i d i n g  the spectrum i n  a number of ways, 
each of which i s  a f o r m  of " m u l t i p l e x i n g " .  I n  each case it i s  
n e c e s s a r y  t h a t  the  c h a n n e l i z a t i o n  p r o v i d e  t h a t  each u s e r  be as  
f r e e  a s  poss ib l e  f r o m  i n t e r f e r e n c e  f r o m  o the r  u s e r s .  F o u r  ap- 
proaches t o  m u l t i p l e x i n g  h a v e  been used i n  a wide  r a n g e  of commu- 
n i c a t i o n  sys tems.  These i n c l u d e :  

1. Frequency  D i v i s i o n  M u l t i p l e x i n g  (FDM) 

A c h a n n e l  i s  s e t  up by d i v i d i n g  t h e  f r e q u e n c y  spec t rum 
i n t o  a number of pa r t s ,  and d e d i c a t i n g  a p a r t i c u l a r  p a r t  
t o  each of t he  u s e r s  over a l l  of the a v a i l a b l e  t i m e .  

2 .  T i m e  D i v i s i o n  M u l t i p l e x i n g  (TDM) 

A c h a n n e l  i s  s e t  up  by  d i v i d i n g  the a v a i l a b l e  t i m e ,  a l-  
lowing  each u s e r  t o  u s e  all of the f r e q u e n c y  spec t rum 
d u r i n g  i t s  a l loca t ed  t i m e  s l o t .  

3 .  Space D i v i s i o n  M u l t i p l e x i n g  ( S D M )  

A c h a n n e l  i s  s e t  up  by  d e d i c a t i n g  a p h y s i c a l  c h a n n e l  i n  
space, such  as  a cable or a microwave l i n k ,  for  example,  
t o  a p a r t i c u l a r  u s e r .  
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4 .  Code Division Multiplexing (CDM) 

A channel i s  s e t  up by providing d i f fe ren t  users with 
d i f fe ren t  s ignals  which are d i s t i n c t  i n  form, and can 
be ident i f ied by a receiver even though a l l  of the 
signals use a l l  of the  available t i m e ,  frequency and 
space spectrum. 

The purpose of t h i s  paper is t o  introduce a n e w  type of codes, 
ca l l ed  "composition codes", and a new decoding algorithm, which 
can be used t o  e f f e c t  code d i v i s i o n  mu l t ip l ex ing  f o r  m u l t i p l e  
user  communications. The approach i s  a p p l i c a b l e  t o  m u l t i p l e  
access  systems, broadcast  systems, t w o  u s e r  systems, o r  any 
combination of these. 

The technique introduced h e r e  provides  f o r  both pr ivacy  a n d  
s e c u r i t y ,  b u t  t h i s  paper does n o t  i n c l u d e  an a n a l y s i s  of t h e  
cryptographic poten t ia l  of the codes. 

Section 2 describes the channel assumed i n  the study. Section 3 
introduces the basic signaling technique, and describes the cod- 
ing. The decoding algorithm, i n  a noise-free environment, which 
i s  the  h e a r t  of t he  scheme, is then introduced i n  Sec t ion  4 .  I n  
Section 5 the algorithm i s  extended t o  the case where noise m u s t  
be considered. Section 6 discusses the generation of codes which 
are  e f f ec t ive  with the algorithm. Section 7 d i s c u s s e s  the  use of 
random codes a s  an a l t e r n a t i v e  to  deterministic interference-free 
codes. Section 8 addresses the problem of word error correction. 
I n  Sec t ion  9 we d i s c u s s  some of t h e  p o s s i b l e  system configura- 
t ions which might make u s e  of t h i s  approach. Section 10 presents 
an example of a p r a c t i c a l  s y s t e m  a p p l i c a t i o n ,  s p e c i f i c a l l y  a 
loca l  area network designed t o  interconnect a number of u s e r s  i n  
Space Station. Final ly ,  Section 11 presents a number of conclu- 
sions, and s u g g e s t s  some areas for further study. 
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2. THE MULTIPLE USER COMMUNICATION CHANNEL 

Source 2 

I n  t h i s  s e c t i o n  w e  describe the  m u l t i p l e  u s e r  c h a n n e l  c o n f i g u r a -  
t i o n ,  and make a number of assumpt ions  a b o u t  the c h a n n e l .  I 

% R e c e i v e r  2 
c - 
.I 

2 . 1  System C o n f i g u r a t i o n  

- 

T h e  g e n e r a l  m u l t i p l e  u s e r  communication c h a n n e l  c o n s i d e r e d  here 
is shown i n  F i g u r e  2 -1 .  

i r OR 

C h a n n e l  

F i g u r e  2-1.  M u l t i p l e  User Communication Channel 

J 

T a b l e  2 - 1  d e f i n e s  th ree  d i f f e r e n t  basic  types of m u l t i p l e  u s e r  
c o n f i g u r a t i o n s  i n  t e r m s  of the number of s o u r c e s  k and the  number 
of r e c e i v e r s  s. Thus ,  fo r  e x a m p l e ,  i n  t h e  broadcast  mode the re  
i s  just one  s o u r c e  b u t  more t h a n  one  r e c e i v e r .  

T h e  codes described i n  t h i s  paper are applicable to  a n y  of these 
forms, or t o  a n y  c o m b i n a t i o n  o f t h e m ,  where k a n d  s, a n d  h e n c e  
the c o n f i g u r a t i o n ,  are either f ixed  o v e r  the  l i f e  of the system, 
or  a re  dynamic, chang ing  w i t h  t h e  needs  of the u s e r s .  

3 



C o n f i g u r a t i o n  S - k - 

Broadcast 1 >1 

M u l t i p l e  Access >1 1 

Two U s e r  1 1 

Table 2-1.  M u l t i p l e  User System C o n f i g u r a t i o n s  

2 . 2  Assumptions 

T h e  c h a n n e l  a s s u m e d  h e r e  i s  a s o - c a l l e d  "OR" c h a n n e l ,  i n  which 
t h e  c h a n n e l  o u t p u t  i s  a zero  (o r  a 'Ispace") i f  a l l  of t h e  i n p u t s  
a r e  z e r o ,  t h a t  i s  i f  none  of t h e  k u s e r s  r a d i a t e s  a s i g n a l  i n t o  
t he  c h a n n e l ,  and the c h a n n e l  o u t p u t  i s  a o n e  (or a "mark") i f  one  
-- or  more of t h e  u s e r s  r a d i a t e s  i n t o  the c h a n n e l .  I n  a l o g i c a l  
s e n s e  t h i s  i s  e q u i v a l e n t  t o  a n  " i n c l u s i v e  or"  o p e r a t i o n .  T h e  
o u t p u t  i s  zero o n l y  i f  a l l  i n p u t s  a r e  z e r o .  O t h e r w i s e  it i s  a 
one .  

- 

O t h e r  c h a n n e l s  migh t  be cons ide red  for  the cod ing  scheme i n t r o -  
duced here. For example ,  an  "adder" c h a n n e l  t e l l s  the r e c e i v e r  
h o w  many u s e r s  r a d i a t e d  i n t o  t h e  c h a n n e l .  T h i s  i n f o r m a t i o n  c a n  
be u s e d  t o  inc rease  the  o v e r a l l  r a t e  a t  which d a t a  is t r a n s -  
f e r r e d .  N o n e t h e l e s s ,  t h e  OR c h a n n e l  w a s  s e l e c t e d  f o r  a n a l y s i s  
here  because it  i s  s i m p l e ,  and  because it i s  r o b u s t  i n  a n o i s y  
env i ronmen t .  The g e n e r a l  cod ing  and decod ing  t e c h n i q u e  c o u l d  be 
e x t e n d e d  t o  other c h a n n e l s  i f  desired.  

I n  the i n i t i a l  d e s c r i p t i o n  of t h e  cod ing  scheme and the decod ing  
a lgo r i thm the  c h a n n e l  i s  assumed t o  be n o i s e - f r e e ,  so t h a t  the 
d e s c r i p t i o n  c a n  c o n c e n t r a t e  o n  t h e  i n t e r f e r e n c e - r e j e c t i o n  
f e a t u r e s  of t he  s y s t e m .  Also, it is common t o  a s s u m e  i n  many 
m u l t i p l e  u s e r  s y s t e m s  t h a t  t h e  i n t e r f e r e n c e  e f f e c t s  d o m i n a t e  
n o i s e .  However ,  l a t e r  it is  shown t h a t  the a l g o r i t h m  c a n  be 
modified t o  correct for random errors i n  a n o i s y  env i ronmen t .  

4 



3 .  THE S I G N A L I N G  SCHEME 

T h i s  s e c t i o n  describes the s i g n a l i n g  which is assumed here, and 
d e f i n e s  t he  c o n c e p t s  o f  good and bad codebooks. 

3.1 S i g n a l i n g  

T h e  basic s i g n a l i n g  t e c h n i q u e  c o n s i d e r e d  i n  t h i s  paper is  shown 
i n  F i g u r e  3-1. D u r i n g  each of r t i m e  periods i n  a block of t i m e  
of l e n g t h  T a g i v e n  u s e r  t r a n s m i t s  e x a c t l y  o n e  s i g n a l  b u r s t  Of 
o n e  f r e q u e n c y ,  i n d e x e d  f r o m  1 t o  m. Thus  each u s e r  c rea tes  a 

I f  
W 

m 

2 

1 

1 2  3 . . . .  r 
T 

F i g u r e  3-1. Genera l  S i g n a l i n g  Scheme 

b lock  of * ' o n - o f f "  o r  "mark - space"  s i g n a l s  which r e p r e s e n t  the 
m e s s a g e  t o  be s e n t .  Each o f  t h e  o ther  u s e r s  i n  the  m u l t i p l e  
access s y s t e m  s i m u l t a n e o u s l y  t r a n s m i t s  some other  block. T h e  
b locks  which a r e  t r a n s m i t t e d  are t a k e n  f r o m  a codebook w h i c h  
g i v e s  u n i q u e  codewords or  p a t t e r n s  t o  each u s e r .  T h e  b locks are  
combined  i n  t h e  O R  c h a n n e l  t o  form what w e  s h a l l  refer  t o  here as  
a ncompos i t e  s i g n a l " .  The task of the r e c e i v e r  i s  t o  deduce  from 
t h e  composite s i g n a l  which blocks m u s t  h a v e  b e e n  s e n t  by w h i c h  
u s e r s .  I t  m u s t  do t h i s  w i t h o u t  error, i n  the n o i s e - f r e e  case, i n  
s p i t e  of  t h e  f ac t  t h a t  some users w i l l  i n  g e n e r a l  r a d i a t e  i n t o  
the same c e l l  i n  F i g u r e  3-1 a t  the same t i m e  c a u s i n g  i n t e r f e r e n c e  

5 



or a "hi t" .  This paper s h o w s  how a decoding algorithm can accom- 
p l i s h  t h i s  e r r o r - f r e e  decoding w i t h  reasonable  e f f i c i ency .  We 
also consider a coding scheme i n  which errors  due to  interference 
are permitted. 

We assume f i r s t  t h a t  t he  system h a s  both block and b i t  synchroni- 
zat ion.  Block synchronization means t h a t  each of the  users  
t r ansmi t s  i n  the  same r e l a t i v e  time frame. Everyone t ransmi ts  
t he  f i r s t  s e t  of f requencies  i n  i t s  codeword a t  the  same time, 
from t h e  r e c e i v e r ' s  pe r spec t ive ,  t he  second s e t  next, e t c .  B i t  
synchronization means tha t  there is no overlap of signal duration 
from one signaling time t o  the next. Thus b i t s  which are  contig- 
uous i n  time do not interfere .  

We a l s o  assume tha t  both adjacent channel interference and inter-  
symbol i n t e r f e r e n c e  can be neglected. The r e s u l t  of the above 
assumptions i s  tha t  the only interference e f fec t  considered here 
i s  simultaneous use of the same channel. We s h a l l  refer  t o  t h i s  
phenomenon as a "hit". T h i s  is a normal and expected phenomenon, 
the e f fec ts  of which are  eliminated by the decoding algorithm. 

3 . 2  Interference-free Codebooks 

T o  i l l u s t r a t e  the  opera t ion  of the system, we g i v e  next a very 
basic example. We assume tha t  there are ju s t  two users, c a l l e d  X 
and Y, which can send e i t h e r  of two messages, c a l l e d  A and B.  
(Ac tua l ly ,  A and B need not be the same information fo r  the two 
users.) The chosen code uses four frequency s l o t s  ( m = 4 )  and two 
time s l o t s  ( r = 2 ) .  Each of the users i s  assigned a codeword f o r  
each message. Each codeword has a c e r t a i n  number of terms or  
"elements" which a r e  the  frequencies t ransmi t ted  i n  each of t he  
time s l o t s .  A l i s t i n g  of the codewords assigned to  the users is  
c a l l e d  a "codebook". The codebook fo r  t h i s  example is given  i n  
Table 3-1. 

Message 

A 

B 3 , 4  2 f 4  

Table 3-1. Codebook for Two-User System 

For example, the element pair "1,3" i n  the t ab le  means tha t  User 
Y sends Message A by transmitting Frequency 1 i n  time s l o t  1 and 
Frequency 3 i n  time s l o t  2.  I n  Figure 3-2 below we show t h e  
composite s i g n a l  matr ices  seen by t h e  r e c e i v e r  fo r  t he  four  
p o s s i b l e  combinations of messages sen t  by the  two users .  The 
expression XA - YB means t h a t  User X sen t  Message A and User Y 
sent Message B. 

6 



XA - YA XA - YB XB - YA XB - YB 

Figure 3-2 .  Composite Signal Matrices Seen by Receiver 

I A t  t h i s  point we introduce a definit ion which concerns codebooks, 
and which we w i l l  need l a t e r  when we introduce the decoding algo- 

I rithm. 

Definition 1: A codebook i s  said t o  be " in t e r f e rence - f r ee"  
if every codeword has  a t  l e a s t  one element 
which does n o t  belong t o  any composite t o  
Nhich the codeword i t s e l f  does not belong. 

The codewords i n  Table 3-1 were c a r e f u l l y  chosen so t h a t  the 
codebook would be interference-free. 

I f  t h e  codebook i s  changed t o  t h a t  shown i n  Table 3-2, we no 
longer have an interference-free code. For example, codeword YA 
does not have an element which does not belong t o  the  composite 
X B  - YB. We say then t h a t  the  codeword YA has been "masked" by 
t h e  i n t e r f e r e n c e  because the composite conta ins  a l l  of the 
e l e m e n t s  of t h e  codeword. We s h a l l  s e e  l a t e r  t h a t  i t  i s  
impossible  fo r  the  b a s i c  decoding algori thm t o  e l imina te  a 
codeword which has been masked, and hence an e r ror  i s  made. 

Message 

A 

B 2 , 3  1,4 

Table 3-2. A Codebook Which is not Interference-free 
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This simple example raises  a basic problem which m u s t  be addres- 
sed. Suppose t h a t  we w i s h  t o  add more users  o r  messages t o  the  
system, t h a t  i s ,  en la rge  the  codebook, i n  such a way t h a t  w e  a r e  
sure t h a t  the codebook i s  interference-free, which i s  a necessary 
condition for the successful operation of the decoding algorithm. 
The complexity of t h i s  problem is made evident by considering a 
system w i t h  k users ,  each of whom has j message forms. The 
number of composite s i g n a l s  which can be c rea ted  and which m u s t  
be tes ted to  ensure tha t  the codebook is interference-free is: 

I f  j a n d  k a r e  l a r g e ,  n can be extremely l a r g e ,  and codebook 
generation may be qui te  d i f f i c u l t .  Before we address the problem 
of generating interference-free codebooks i n  Section 6,  we t u r n  
f i r s t  t o  the development of an algorithm which can decode compo- 
s i t e  s igna ls  into t h e i r  components. 
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4 .  THE COMPOSITION DECODING ALGORITHM 

I n  t h i s  s ec t ion  we introduce an e f f i c i e n t  a lgori thm to d e t e c t  
m u l t i p l e  access s i g n a l s  of the  form assumed i n  t h i s  paper. We 
a l s o  b r i e f l y  describe a variation of the algorithm which could be 
used for  the ADDER channel. 

4 .1  The Decoding Task 

A t  f i r s t  glance the decoding task of the receiver seems formid- 
able  indeed. The receiver m u s t  consider a composite s i g n a l  ma- 
t r i x ,  looking something l i k e  Figure 3-1, except with many more 
f i l l e d  squares o r  marks. I t  m u s t  deduce what combination of 
messages was sen t  b y  the  users. There a r e  two b ru te  forc  
approaches t o  the task .  F i r s t ,  t he  r e c e i v e r  can s t o r e  a l l  j 
composite s i g n a l s  i n  memory, comparing each i n  t u r n  with t h e  
rece ived  composite u n t i l  the  cor rec t  match i s  found. The ap- 
proach has two problems. Firs t ,  it w i l l  ce r ta in ly  be very tedi-  
o u s  if  jk i s  a t  a l l  requi r ing  a s i g n i f i c a n t  amount of 
memory and processing time. Second, i f  the assumption t h a t  noise 
can be neglected i s  not r e a l i s t i c ,  the approach probably i s  not 
very robust. We s h a l l  return t o  t h i s  point when we consider the 
proposed algorithm. 

E 

l a r g e ,  

The second brute force approach is to  s tore  i n  the receiver each 
of the codewords i n  the codebook, create a l l  possible composites, 
one a t  a time, and then compare each with the received composite. 
This approach r equ i r e s  much l e s s  memory, b u t  a g r e a t  dea l  more 
computation time than the f i r s t  method. For any reasonably large 
system e i t h e r  of t hese  approaches w i l l  be extremely ted ious ,  
probably making the system infeasible.  We need an approach which 
i s  fa r  more e f f ic ien t .  

Let u s  return to  Figure 3-1 t o  consider the dilemma faced by the 
receiver. Suppose tha t  it finds tha t  a par t icu lar  square i n  the 
matrix i s  f i l l e d .  I t  does not know how many users o r  which users 
r a d i a t e d  i n t o  t h a t  p a r t i c u l a r  square. I t  is confused by  the  
mutual interference phenomenon. The solut ion is  suggested by an 
e a r l i e r  theoret ical  s t u d y  CHealy(1982)l. There it was shown tha t  
information is  transferred to the receiver only i f  exactly zero 
o r  e x a c t l y  one users r a d i a t e  i n t o  a given square. The s o l u t i o n  
t o  the  decoding problem i s  t o  concentrate  not on t h e  f i l l e d  
squares, b u t  on the empty squares. Empty squares contain a great 
deal of information. They t e l l  u s  t ha t  the s e t  of messages sent 

algorithm becomes qui te  simple. 

-1- does not include any message w i t h  an element i n  t h a t  -- time and frequency square. When we r e a l i z e  t h i s ,  
- -- -- 
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4 . 2  The Composition Decoding Algorithm 

We introduce the term "composition decoding algorithm" to  iden- 
t i f y  the  procedure descr ibed next. The r e c e i v e r  s u c c e s s i v e l y  
cons iders  each time segment i n  the block ( t h e  columns i n  Figure 
3-1). To begin, it looks a t  t he  f i rs t  column, noting which fre- 
quency squares are  spaces. I t  then goes through the codebook and 
d e l e t e s  every codeword which has an element corresponding t o  a 
space i n  the received composite s i g n a l ,  s ince  these  codewords 
could not have belonged t o  the set which made up the true compo- 
s i t e  s i g n a l .  I t  then goes t o  the next time segment and r e p e a t s  
the process, delet ing more codewords. After it has done t h i s  for 
a l l  r time segments, t h e r e  can be one and only  one message l e f t  
i n  each of the columns of the reduced codebook, and t h i s  message 
i s  t h a t  which the ind ica ted  user sent .  The algori thm has suc- 
c e s s f u l l y  decoded the  m u l t i p l e  access s i g n a l  i n  s p i t e  of t h e  
mutual i n t e r f e rence .  I n  t h i s  paper we s h a l l  r e f e r  t o  a reduced 
codebook which has j u s t  one message fo r  each user as  a " p e r f e c t  
reduced codebook". I t  may be t h a t  the algorithm w i l l  be able  to  
produce a p e r f e c t  reduced codebook by consider ing l e s s  than r 
time columns, depending on the p a r t i c u l a r  s e t  of s i g n a l s  which 
w a s  sen t .  However, t he  algori thm cannot f a i l  t o  y i e l d  the  per- 
f e c t  reduced codebook i f  i t  does use a l l  r time s l o t s .  We s h a l l  
prove t h i s  point short ly ,  b u t  f i r s t  we consider a simple example 
of the application of the algorithm. 

Let u s  r e tu rn  t o  the  example shown i n  Figure 3-2. Suppose t h a t  
the composite signal observed by the receiver i s  the second from 
t h e  l e f t .  The r e c e i v e r  notes t h a t  i n  the  f i r s t  time s l o t  Fre- 
quencies 3 and 4 a r e  blank. I t  then goes through the codebook 
matrix and deletes  message XB since tha t  message has an element 
i n  Frequency 3 i n  t h e  f i r s t  time s l o t .  The reduced matrix i s  
shown i n  Table 4-1. 

Message 

A 

B 

User X -- 

2 ,4  

Table 4-1. Reduced Codebook 

User Y 

1 , 3  

-- 

T h e  receiver next notes t h a t  Frequencies 1 and 3 a re  blank during 
time s l o t  2 ,  and hence it d e l e t e s  YA, y i e l d i n g  the  p e r f e c t  
reduced codebook shown i n  Table 4-2. The receiver then declares 
tha t  User X sent Message A and U s e r  Y sent Message B. 
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Message 

A 

B 

User X - -  User Y - -  

2 D 4  

Table 4-2. Perfect Reduced Codebook 

A s  a second example, assume t h a t  t he  r e c e i v e r  observes  the  
composite s i g n a l  on the  f a r  r i g h t  i n  Figure 3-2. I t  notes t h a t  
Frequencies 1 and 4 a r e  blank i n  time s l o t  1, and hence it 
de le tes  both XA and YA. The reduced codebook i s  perfect, and the 
second t i m e  s l o t  need not be checked. 

4.3 The Decoding Algorithm Theorem 

N e x t  we show t h a t  t he  algorithm m u s t  be success fu l  i f  t h e  
code i s  i n t e r f e rence - f r ee .  W e  assume the  fol lowing s i t u a t i o n .  
The a c t i v e  users  each s e l e c t  one codeword and t ransmi t  it. The 
r e c e i v e r  sees  a composite s i g n a l .  For t he  p a r t i c u l a r  received 
composite, the actual  codewords which were sent by the users are 
c a l l e d  "proper codewords". T h i s  set w i l l  i n  general change every 
time block of length  T a s  users  s e l e c t  newmessages t o  send. The 
codewords which d i d  not make up a par t icu lar  composite a re  ca l l ed  
'I improper codewords". 

Theorem 1: For the algorithm to  decode composite messages success- 
f u l l y ,  producing a pe r fec t  reduced codebook, it is a 
necessary and sufficient condition tha t  the codebook be 
interference-free. 

Sufficiency Proof: 

The algori thm removes only  those codewords which have 
elements which are spaces i n  the composite signal.  B u t  
proper codewords create marks where the i r  elements ap- 
pear. Hence t h e  a l g o r i t h m  cannot remove any proper 
codewords. Furthermore, every improper codeword must ,  
by the def ini t ion of an interference-free codebook, have 
a t  l e a s t  one element where the  composite has a space. 
The a lgor i thm w i l l  remove a l l  of these improper code- 
words. T h u s ,  an i n t e r f e r e n c e - f r e e  codebook i s  
suf f ic ien t  for  yielding a perfect reduced codebook. 
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Necessity Proof: 

If the codebook is not interference-free, the algorithm 
w i l l  s t i l l  l e a v e  a l l  of the  proper codewords i n  t he  
reduced codebook. However, it w i l l  a l s o  l eave  a l l  of 
those improper codewords which do not have a t  l e a s t  
one element which does not belong t o  the  composite i n  
question. Hence, a pe r f ec t  reduced codebook i s  not 
obtained, and the condition is  seen t o  be necessary. 

4 . 4  The Decoding Algorithm for an ADDER Channel 

I n  an A D D E R  channel it i s  assumed t h a t  the r e c e i v e r  knows how 
many users radiate into a given signal element. For t h i s  channel 
t he  decoding algori thm i s  exac t ly  the  same as above. If the  code 
i s  in t e r f e rence - f r ee  and the re  i s  no noise, t h e r e  can be no 
e r r o r s .  The advantage of the ADDER channel i s  i n  its enhanced 
a b i l i t y  t o  c o r r e c t  e r r o r s  d u e  t o  i n t e r f e r e n c e  and noise,  as  we 
sha l l  see i n  Section 8.8.  
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5 .  THE DECODING ALGORITHM I N  A N O I S Y  ENVIRONMENT 

I n  the l a s t  section we introduced an algorithm which e f f i c i e n t l y  
detects  multiple access s ignals  without ambiguity despite t he i r  
i nhe ren t  mutual i n t e r f e rence .  We assumed t h e r e  t h a t  t he  noise  
was negl igible  compared w i t h  the interference. I n  th i s  section 
we extend the algorithm t o  the case where noise i s  not neglected. 

Before proceeding we should note tha t  there are a number of ways 
of correcting errors  made i n  detecting user messages or ''words''. 
I n  Sec t ion  8 we re tu rn  t o  a s t u d y  of approaches t o  word e r r o r  
co r rec t ion .  I n  t h i s  s ec t ion  we show only how the composition 
decoding algorithm can t r e a t  t h i s  problem. 

5 . 1  The Effects of Noise 

Consider once again the matrix of Figure 3-1, and assume tha t  it 
rep resen t s  the  composite s i g n a l  seen by the  r ece ive r .  Each of 
t he  squares r ep resen t s  one b i t  of t ransmi t ted  da ta .  I n  t h i s  
paper we have assumed a frequency hopping s i g n a l i n g  scheme. 
However, the general logic of the  argument can be applied t o  any 
b inary  s i g n a l i n g  scheme. For any one of t he  squares ( b i t s )  i n  
Figure 3-1, two types of error  can be made due t o  the presence of 
noise  and in t e r f e rence .  I f  the  b i t  i s  supposed t o  be a mark b u t  
t h e  noise  d r i v e s  the  s i g n a l  below the de t ec t ion  th re sho ld ,  a 
space is  indicated and we have an error ca l led  a "deletion". I f  
t h e  b i t  i s  supposed t o  be a space b u t  a mark is  est imated,  the  
e r r o r  i s  c a l l e d  an " inse r t ion" .  Because of these  two forms of 
e r r o r ,  t he  composite s i g n a l  matrix which i s  manipulated by the  
r e c e i v e r  may not correspond t o  t h e  s e t  of a c t u a l  t r ansmi t t ed  
s i g n a l s .  O r d i n a r i l y  we w i l l  expect the matr ices  t o  be q u i t e  
s i m i l a r ,  however, s ince the  b i t  e r r o r  p r o b a b l i l i t y  is u s u a l l y  
qui te  low. 

5 . 2  A Variation i n  the Composition Decoding Algorithm 

T o  form the  matrix it i s  t o  work on, t he  r e c e i v e r  examines t h e  
s i g n a l  i n  each frequency band f o r  each time s l o t ,  and compares 
the signal l e v e l  w i t h  a predetermined threshold. I t  then makes a 
"soft" decision about the s i g n a l  which was sent. That is, rather 
than make a "hard" decision tha t  the signal was e i ther  a mark o r  
a space, it measures t h e  d i s t ance  between t h e  s i g n a l  and t h e  
th re sho ld ,  and s t o r e s  t h i s  a s  a quantized number. T h i s  i s  a 
measure of the confidence t h a t  the receiver has i n  i t s  decision. 
I f  a signal i s  very near the threshold - a borderline decision - 
the receiver w i l l  have much less  confidence i n  i t s  decision than 
i f  the signal i s  far  from the threshold. For each square marked 
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a s  a space i n  the working matrix, t he  r e c e i v e r  s t o r e s  the  loca- 
t i o n  of the square i n  a "Deletion Candidate Buffer", w i t h  the  
square for which the s i g n a l  was nearest the threshold taking the 
h ighes t  p l ace  i n  the  ordered buffer.  T h i s  square i s  then the 
prime candidate for  the location of a delet ion i f  one is  suspect- 
ed. Similarly,  the receiver has an "Insertion Candidate Buffer" 
t o  s tore  the location of the ordered candidates for an insertion 
i f  one i s  suspected. 

Once the Candidate Buffers have been loaded, the receiver b u i l d s  
a working "hard" matrix w i t h  the squares f i l l e d  o r  empty based on 
whether the s i g n a l  was above or below the  threshold .  I t  then 
a p p l i e s  the algori thm described i n  Sect ion 4 above. A t  the  end 
of the  algori thm, a f t e r  the  r t i m e  s l o t s  have been inspected, the 
r e c e i v e r  counts t he  messages wkich s t i l l  remain i n  t he  reduced 
codebook. I t  produces a vec tor  D,  c a l l e d  the  "Decision Vector", 
w i t h  t h e  elements of t he  vector  being t h e  number of messages 
a s soc ia t ed  w i t h  each of the  k users i n  order.  Thus ,  the  vector  
has the form: 

- 
3 = ( d i t  d2,  .... , d i  , .... , dk)  15-11 

where d i  i s  the  number of messages remaining i n  the  row of t he  
reduced codebook associated w i t h  user i. I f  the reduced codebook 
i s  p e r f e c t ,  as defined i n  Section 4 ,  d .  = 1 fo r  a l l  i. That i s ,  
t he  Decision Vector takes  a form whicih we s h a l l  call a " U n i t y  
Vector'' : 

- 
u =  ( 1 ,  1, .... , 1 ,  . . . . ,  1) (5-2 1 

- 
I f  t h e  Decision Vector equals  t h e  U n i t y  Vector (5  = U ) ,  t h e  
receiver declares tha t  the detection is  complete and the messages 
are those given i n  the perfect reduced codebook. I t  is extremely 
u n l i k e l y  t h a t  t he re  could ever  a r i s e  a s i t u a t i o n  i n  which 6 = U 
and ye t  s t i l l  have message e r ro r s .  T h i s  would r equ i r e  h i g h l y  
unlikely coincidences to  produce the cancell ing e f fec ts  t o  create 
a perfect reduced codebook from fau l ty  data. I t  seems tha t  t h i s  
phenomenon can be ignored. 

I f  5 i s  not the u n i t y  vec to r ,  then we m u s t  have f a u l t y  primary 
da ta  due t o  b i t  e r r o r s ,  e i t h e r  d e l e t i o n s  o r  i n s e r t i o n s  or both. 
T o  f a c i l i t a t e  the discussion,  we de f ine  t h r e e  condi t ions  and a 
symbology to  represent these. 
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The f i r s t  expression, read as "5 i s  g r e a t e r  t hanE" ,  means t h a t  
a t  l e a s t  one of the elements of the 5 vector exceeds 1, and none 
i s  zero. The second exeression,  "6 i s  l e s s  than 8", means t h a t  
a t  l e a s t  one element of D i s  zero and none exceed one. The f i n a l  
expression means t h a t  b has a t  l e a s t  one element equal t o  zero, 
and a t  l e a s t  one greater than one. Furthermore, w e  s h a l l  want t o  
include the poss ib i l i ty  - tha t  for a given condition it-is e i t h e r  
t r u e  t h a t  6 = U or  t h a t  ?i < t. This  i s  represented by D < U. We 
s h a l l  a l s o  have use for  the form 6 > d ,  w i t h  obvious meanrng. 

I f  t h e  matrix experiences one or more d e l e t i o n s  due t o  noise,  
then D < U. The reason i s  obvious. I f  extra deletions appear i n  
the worzing matrix, the algorithm w i l l  have more spaces than i f  
no d e l e t i o n s  a re  made, and hence when it searches fo r  s i g n a l s  
which could not have been s e n t ,  it w i l l  d e l e t e  a t  l e a s t  as  many 
as  i n  the case of no deletions. 

- 

On t h e  o t h e r  hand, i f  t h e  ma t r ix  e x p e r i e n c e s  one o r  more 
i n s e r t i o n s ,  then 5 > E., s ince  t h e  a lgor i thm cannot d e l e t e  l e s s  
messages than it dix i n  the error-free case. 

When we i n v e r t  the  problem, t o  give it the  pe r spec t ive  of t h e  
receiver,  t h i n g s  are  not quite so simple. I f  the receiver f i n d s  
t h a t  6 < is, it  robabl  can i n f e r  t h a t  one o r  more d e l e t i o n s  have 
been made. I f  k - 8 ,  then i t  is  probable  t h a t  one or  more 
i n s e r t i o n s  were mcde. I f  b < >  u, which is-not l i k e l y  i n  t he  
f i r s t  p l a c e ,  t h e n  i t  means t h a t  a t  l e a s t  one d e l e t i o n  and a t  
l e a s t  one i n s e r t i o n  have occurred. The reason t h a t  we m u s t  add 
t h e  word "probably" above i s  t h a t  it i s  always p o s s i b l e  t h a t  a 
combination of deletions and insertions could lead to  one of the 
two cond i t ions  6 < 8 ,  o r b  > 5 ,  r a t h e r  than b < >  5. However, 
such a s i tua t ion  i s v e r y  u n l i l e l y ,  pa r t i cu la r ly  i f  the b i t  error  
probabi l i ty  i s  small. 

5 . 3  Error Correction 

I t  is  c l ea r  from the above t h a t  the receiver has powerful e r ror  
d e t e c t i o n  capac i t i e s .  B u t  i t  i s  a l s o  a b l e  t o  c o r r e c t  e r r o r s  a s  
we see i n  the following. 

I f  the  r e c e i v e r  f i n d s  t h a t  6 i s  l e s s  t h a n z ,  it determines from 
the Deletion Candidate Buffer the square which i s  most l i k e l y  t o  
have a d e l e t i o n .  I t  pu ts  a mark i n  t h i s  l o c a t i o n  and r e p e a t s  t h e  
algori thm. If  the  r e s u l t  i s  t h a t  6 = r, f h e  r e c e i v e r  d e c l a r e s  
t h a t  the  messages have been detected.  I f  D i s  s t i l l  not equal  t o  
U ,  t h e  r e c e i v e r  r ep laces  t h e  f i r s t  space, and p l a c e s  a mark i n  
the second location indicated ,in Lhe Deletion Candidate Buffer. 
T h i s  process continues u n t i l  D = U. I f  on ly  one d e l e t i o n  has 
occurred,  the algori thm m u s t  e v e n t u a l l y  c o r r e c t l y  decode the 
s i g n a l ,  assuming t h a t  we h a v e  s u f f i c i e n t  p r o c e s s i n g  t ime 
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a v a i l a b l e  to  work through the entire Deletion Candidate Buffer. 
Hence, t h i s  a lgori thm i s  capable of co r rec t ing  one d e l e t i o n  
error. I f  more than one delet ion has occurred, t h i s  algorithm as 
s t a t e d  w i l l  not c o r r e c t  them, b u t  t h e  a lgori thm can e a s i l y  be 
modified to  consider probable pairs or t r i p l e s  of deletions,  i f  
processing time permits. 

I n  a s imilar  manner the receiver can detect and correct insertion 
e r rors .  

A problem ar i ses  i n  the multiple access configuration if a user 
ceases transmitting. The receiver is fooled into thinking tha t  
detection was incomplete since 6 was l e s s  t ha t  'IJ. However, t h i s  
could be handled i n  t w o  ways. F i r s t ,  users might be required t o  
send "preamble" and "postamble" s i g n a l s  which would a1 low the  
receiver t o  s i g n  them on and off ,  and hence neglect the resul t ing 
a i n  t h e  Detection Vector. A l t e r n a t i v e l y ,  t h e  r e c e i v e r  could 
s imply  remember from block t o  block whether a ucer was act ive or 
not, and use tha t  fac t  i n  i t s  interpretation of D. I t  might  make 
a mistake on the f i r s t  and l a s t  algorithm passes, and waste time 
going through the  Candidate B u f f e r s ,  b u t  it would then know the  
correct s t a t u s  of the system, which it could remember. 

5 . 4  Additional Features of the Algorithm 

Because it i s  a spread spectrum system, t h i s  s igna l ing  and de- 
tect ing approach shares w i t h  other such approaches the a b i l i t y  to  
r e s i s t  frequency s e l e c t i v e  f a d i n g  t o  some ex ten t ,  s ince  it i s  
possible tha t  only some of the  elements of a par t icu lar  pattern 
w i l l  be a f f ec t ed  by a fade. The algori thm t r e a t s  the  l o s t  b i t s  
as  deletions.  

I n  addition to  i t s  capacity t o  eliminate the e f fec ts  of in te r fe r -  
ence, and detect and correct errors due to  noise and fading, the 
r e c e i v e r  has o ther  s i g n a l  processing s t r eng ths  which m i g h t  be 
exploited. For example, if t h e  receiver knows both signaling and 
er ror  ra te  s t a t i s t i c s ,  it could deduce from the number of i t e ra -  
t i o n s  of the  a lgor i thm what is  the p r o b a b i l i t y  t h a t  t he  s i g n a l  
estimates are  correct. I t  could then f l a g  r e s u l t s  which have an 
e r r o r  p r o b a b i l i t y  below some se t  l e v e l .  I t  could a l s o  perhaps 
deduce where fading was occurring i n  the spectrum, and take some 
appropr ia te  s teps .  Since the rece iver  knows the  s t a t u s  of t h e  
user m i x ,  it could perform system housekeeping t a s k s  such a s  
a1  lowing some users t o  increase their  transmission rate,  logging 
the use time of various users, b i l l i n g ,  etc. I t  could a l so  keep 
s t a t i s t i c s  on where deletions and insertions tend to  occur, and 
hence optimize the system dynamically by adjusting thresholds, 
switching car r ie r  frequencies, etc. None of these are necessary 
t o  the  operat ion of t he  decoding, b u t  they might be a t t r a c t i v e  
side benefi ts  of the system. 
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6 .  THE GENERATION OF INTERFERENCE-FREE CODES 

I f  the decoding algorithm i s  t o  decode composite s ignals  success- 
f u l l y ,  it is  necessary tha t  interference-free codes be obtained. 
We begin t h i s  section with a technique for  systematically genera- 
t i n g  i n t e r f e r e n c e - f r e e  codes which a r e  l a rge .  We then consider 
t he  r e l a t i o n  of these  codes t o  other  codes which have been re- 
ported i n  the l i t e r a tu re .  

6 . 1  Prime Number Codes 

Tables 6-1 and 6-2 give examples of two simple interference-free 
codes. For reasons which w i l l  be discussed shortly,  we refer t o  
these as "prime number codes" of order r, where i n  these examples 
r i s  2 and 3 respectively.  

User 1 -- User 0 

A 0 0  0 1  

B 1 1  1 0  

- -  Messaqe 

Table 6-1. Prime Number Codebook ( r = 2 )  

Message 

A 

B 

C 

User 1 User 2 - -  User 0 

0 0 0  0 1 2  

- -  
0 2 1  

1 1 1  1 2 0  1 0 2  

2 2 2  2 0 1  2 1 0  

Table 6-2.  Prime Number Codebook ( r = 3 )  

The reader may w i s h  t o  e s t a b l i s h  by exhaust ive t e s t  t h a t  these  
codes are  i n  fact  interference-free. This i s  quite easy for r=2 ,  
w i t h  i t s  four composites, b u t  becomes more tedious for r=3, where 
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27 composites mus t  be investigated. We s h a l l  prove short ly  tha t  
prime number codes a r e  in te r fe rence- f ree .  F i r s t  we def ine the  
concept, and produce a code generation algorithm. 

Aprime number code is  defined here as  a code w h i c h  provides  r 
codewords, each of  which has r e l e m e n t s ,  t o  each of  r u s e r s ,  
where the jth codeword of the nth user i s  the vector: 

- 
C j n  = I: j ,  j + n ,  j + 2 n  ,..., j+( r - l )n] ,  j, n=0, 1 , 2 , .  .., r-1 (6-1) 

where r i s  prime, and where the algebraic operations i n  Equation 
6-1 are  modulo-r. 

The reader may w i s h  t o  verify that the codebooks given i n  Tables 
6 - 1  and 6 - 2  fo l low t h i s  d e f i n i t i o n .  We g i v e  one a d d i t i o n a l  
example of a prime number code, i n  Table  6 - 3 ,  which is  intended 
t o  help explain the discussion which follows. 

U s e r  4 - -  U s e r  3 - -  U s e r  2 -- User 1 
__.- 

User a - -  Message 

0 00000  01234  02413  0 3 1 4 2  04321  

1 11111 12340  13024  14203  10432 

2 22222 23401 24130 20314 21043 

3 33333 34012  30241 31420 32104 

4 44444 40123  41302 42031 43210  

Table 6 - 3 .  Prime Number Code ( r = 5 )  

We consider  now the  gene ra l  case where r i s  any prime number. 
The column of vector codewords produced for  User 0 can be w r i t t e n  
as an r-term constant vector: 

where j i s  the index for  the chosen codeword. 

The row of vec tor  codewords f o r  t he  r use r s  corresponding t o  
message 0 can be w r i t t e n  as: 
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- 
can = [ 0 , n , 2 n , .  . . , ( r - l ) n J  (6-3) 

where n i d e n t i f i e s  t he  nth u s e r .  From Equations 6-1, 6-2,  and 
6-3 it is c l e a r  t h a t  t h e  jth codeword of t h e  nth user can be 
expressed as: 

That i s ,  any codeword i s  the  modulo-r sum of the  vec tor  on t h e  
l e f t  end of the codeword's row and the  vec tor  on the top  of t he  
codeword's column. For example: 

E302411 = E333333 + E024131 (6 -5  

We s h a l l  r e tu rn  t o  an a l t e r n a t i v e  way of viewing prime number 
codes, which a r i s e s  from Equation 6-4,  i n  Sect ion 6.4. B u t ,  
f i r s t  we es tab l i sh  some important properties of these codes which 
lead to a proof t h a t  prime number codes a re  good. 

6 . 2  Properties of Prime Number Codes 

F i r s t ,  we need to  r e c a l l  an important property of prime numbers. 
We w i s h  t o  consider a sequence of r numbers taken. from the  
integers 0 t o  r-1 i n  the following way. Let the f i rs t  number of 
t he  sequence be any number from 0 t o  r-1. Let t h e  second number 
be the  f i r s t  number p l u s ,  modulo-r, the  number n where n i s  any 
in t ege r  from 0 t o  r-1. The th i rd  number i n  t h e  sequence i s  t h e  
second p l u s  n again, and so o n .  Hence, the sequence is: 

- 
X = Ca,a+n,a+2n,. . . , a+ ( r - l )n ] ,  a,n=0,1,2, . . . , r-1 (6-6) 

T o  see t h i s  graphically, consider Figure 6-1, for the case where 
r equals five.  

0 

j - - -  - *2 

Figure 6-1. Modulo-5 Integer Circle 
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The sequence i s  formed by s t a r t i n g  a t  any number and moving 
clockwise by n s t eps  a t  a time. Hence, fo r  example, i f  a=3 and 
n=2 i n  Equation 6-6 we obtain: 

The proper ty  which i s  of i n t e r e s t  t o  u s  here  i s  t h a t  as long as r 
i s  prime, a l l  of t he  r elements of a sequence generated i n  t h i s  
way w i l l  be d i f f e r e n t ,  un less  n is 0 i n  which case they a re  a l l  
ident ica l .  

Hence, by comparing Equations 6-1 and 6-6, we see tha t  a l l  of the 
elements of any  codeword i n  a prime number codebook a r e  e i t h e r  
ident ica l ,  i n  the case of User a, or they a re  a l l  di f ferent .  (See 
Table 6-3.) 

A second important property of prime number codebooks i s  t h a t  
w i t h i n  any column ( a  given user )  t he  elements of any codeword 
d i f f e r  from those of any o ther  codeword i n  a l l  r p l aces .  This i s  
ev ident  from Equations 6-2 and 6-4 s ince  add i t ion  of c . 0  t o  C Q ~  
has the e f f e c t  of adding j t o  each element. The a lgebJa ic  d i f -  
ference between any two codeword vec to r s  with ind ices  j l  and J 2  
is: 

- - 

Hence none of the elements i s  the same. 

A n  inportant re la t ion  a l so  holds between codewords of different  
u se r s  ( d i f f e r e n t  columns). Consider any two codewords i n  t he  
codebook, such as: 

I n  order  t o  see if any of the  elements a r e  the  same, we form the  
difference of the two vectors, and search for zeros. 

(6-10) 
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I f  "2 and n1 a r e  equal (same user) ,  each d i f f e rence  element i s  
j2- j l ,  and hence a l l  r elements are d i f fe ren t  a s  we argued above. 

I f  "2 and n1 a r e  d i f f e r e n t ,  then we can consider t h a t  j 
equivalent t o  a i n  Equation 6-6, and (n2-nl) is equivalen 
Hence, t he  sequence obtained i n  Equation 6-10 has  exac t ly  one 
zero. That i s ,  any two codewords of d i f f e r e n t  users  have one 
element i n  common, and d i f f e r  i n  e x a c t l y  r-1 elements.  (The 
reader may w i s h  t o  check some examples i n  Table 6-3.) 

$-$o 

I n  summary, any two codewords of a prime number codeword d i f f e r  
i n  a l l  r p l a c e s  i f  they belong t o  t he  same user,  and i n  e x a c t l y  
r-1 p l a c e s  i f  they belong t o  d i f f e r e n t  users.  W i t h  these very 
important p r o p e r t i e s  we a re  now ready t o  prove t h e  fol lowing 
theorem. 

Theorem 6-1:Prime number codes are interference-free. 

Proof: Recall t ha t  a code i s  interference-free i f  every 
codeword contains a t  l eas t  one element which does 
not belong to  any composite to  which the codeword 
does not belong. We focus our a t t e n t i o n  on any 
one given codeword, cal led a " t e s t  codeword". Now 
we begin to  form a typical composite by selecting 
a codeword from the  same user as  t h a t  of the  t e s t  
codeword. From the  p rope r t i e s  above, t he  t e s t  
codeword has r elements which do not belong t o  
t h i s  f i r s t  member of the composite. Now we add a 
second codeword, from some o ther  user ,  t o  t he  
composite. Since t h i s  codeword has r-1 elements 
d i f f e r e n t  from the t e s t  codeword, the  t e s t  code- 
word m u s t  have exactly r-1 elements not i n  the two 
word composite. We add a t h i r d  word from another 
user ,  and again r-1 elements a r e  d i f f e r e n t  from 
the t e s t  codeword. Hence, the t e s t  codeword dif-  
f e r s  from t h e  composite i n  a t  l e a s t  r - 2  p l a c e s  
s ince  t h i s  t h i r d  codeword can have no more than 
one element i n  common w i t h  the  t e s t  codeword. 
When we add a four th  word, t h e r e  m u s t  be a t  l e a s t  
r -3  elements i n  the  t e s t  codeword not found i n  t he  
composite. Continuing i n  t h i s  way, by the time we 
add the rth codeword to the composite, there mus t  
be a t  l e a s t  one element i n  t h e  t e s t  codeword which 
i s  not i n  the  composite. Since t h i s  condi t ion  
defines a good code, prime number codes are  inter-  
ference-free. 

(Note. I n  the above proof the expression " a t  l e a s t "  appears i n  
the  argument when th ree  o r  more codewords make up the  composite 
because it i s  possible tha t  the common element between the t e s t  
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codeword and a new a d d i t i o n  t o  the composite was a l s o  common 
between the t e s t  codeword and an e a r l i e r  member of the composite. 
When t h i s  occurs, the number of places i n  which the t e s t  codeword 
and the  new composite a r e  d i f f e r e n t  does not decrease b y  one. 
Hence, when the composite is complete, a given t e s t  codeword may 
have more than one element not found i n  the composite.) 

We conclude t h i s  section w i t h  a f inal  theorem which i s  interest-  
ing,  and which w i l l  be useful i n  the next section. 

--- 

Theorem 6-2:Every composite of a prime number code has one and 
only one complete row. (Marks i n  a l l  time s l o t s  a t  
a given frequency.) 

Proof: Clearly the composite m u s t  have a t  l ea s t  one com- 
p l e t e  row, namely the  r e p e t i t i o n  message of User 
IJ. I f  the composite i s  t o  have more than one com- 
p l e t e  row, the remaining r-1 users m u s t  f i l l  a l l  r 
spaces f o r  some frequency. B u t  we know t h a t  a l l  r 
elements i n  any codeword are  d i f f e r e n t  from each 
other (except 'Jser 0 who has already been account- 
ed f o r ) .  O f  course there  i s  no way i n  which r-1 
u s e r s  can c o n t r i b u t e  e l e m e n t s  which a r e  a l l  
d i f fe ren t  t o  complete a row of s ize  r.  

6 . 3  Spectral Efficiency of Prime Number Codes 

While the above procedure yields  codebooks of any desired s ize ,  
f o r  r prime, it has s i g n i f i c a n t  disadvantages.  The primary 
problem i s  t h a t  t hese  codes do not make e f f i c i e n t  use of t he  
spectrum. To formalize th i s  po in t ,  we define spectral  efficiency 
a s  the  r a t i o  of the  r a t e  a t  which the  users  as  a whole t r ansmi t  
d a t a ,  t o  the  maximum r a t e  a t  which an OR channel can be used t o  
t ransmi t  data .  The l a t t e r  i s  simply the  number of squares o r  
elements i n  the signaling matrix since each of these is worth one 
b i t  ( i t  i s  e i t h e r  a mark or a space). Since t h e r e  a r e  r users  
w i t h  r different  messages, the rate a t  which they send data is r 
times the logarithm t o  the base 2 of r. Hence the efficiency is: 

e = ( r l o g 2 r ) / r x r  = ( l o g 2 r ) / r  (6-11 ) 

The value of the efficiency for a number of values of n is given 
i n  Table 6-4 below. 
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Number o f  u s e r s  - 
3 

E f f i c i e n c y  

0.528 

5 0.474 

9 0.352 

13  0.285 

Table 6-4. E f f i c i e n c y  o f  P r i m e  Number Codes 

The reason t h a t  t h e s e  c o d e s  a r e  so i n e f f i c i e n t  i s  t h a t  t h e y  
p e r m i t  o n l y  o n e  f r e q u e n c y  u s e  p e r  t i m e  s l o t .  T h i s  s e v e r e l y  
r e s t r i c t s  t h e  number o f  p o s s i b l e  p a t t e r n s  w h i c h  are  p e r m i t t e d .  

The e f f ic ienc ies  no ted  i n  Table 6-4 are  v a l i d  i f  a l l  r u s e r s  are 
a c t i v e .  I f  o n l y  a f r a c t i o n  o f  them a re  a c t i v e ,  t he  e f f i c i e n c y  
m u s t  be m u l t i p l i e d  by t h i s  f r a c t i o n  t o  g e t  a n  e v e n  lower e f f i c i -  
ency. T h e  a d v a n t a g e  of t h e  a b o v e  codes i s  t h a t  t h e y  d o  g u a r a n t e e  
i n t e r f e r e n c e - f r e e  s i g n a l i n g .  T h e  d i s a d v a n t a g e  is  tha t  t o  obtain 
t h i s  g a u r a n t e e  w e  m u s t  s e p a r a t e  m e s s a g e s  i n  form,  a t  a s u b s t a n -  
t i a l  cost  i n  spectral  space.  

I t  i s  i n t e r e s t i n g  t o  see w h a t  h a p p e n s  i f  w e  make the  s i g n a l  s p a c e  
a v a i l a b l e  t o  o n l y  one u s e r .  Suppose that  w e  k e e p  t h e  r e s t r i c t i o n  
t h a t  o n l y  o n e  f r e q u e n c y  i s  t o  be t r a n s m i t t e d  e a c h  t i m e  p e r i o d ,  
a n d  t h a t  w e  h a v e  a n  r b y  r s i g n a l i n g  m a t r i x .  The s i n g l e  u s e r  
t h e n  s e n d s  o n e  o f  r f r e q u e n c i e s  i n  the  f i r s t  t i m e  s l o t ,  o n e  i n  
t h e  second,  and so on. T h e  number o f  d i s t i n c t  s i g n a l s  w h i c h  t h e  
u s e r  c a n  s e n t  i s  1: r a i s e d  t o  the r power. Hence ,  the  s i g n a l i n g  
e f f i c i e n c y  is :  

(6-12) 

w h i c h  i s  e x a c t l y  t he  same as  t h a t  f o r  the  r u s e r  case. Note, 
however ,  t h a t  the p o w e r  t r a n s m i t t e d  by th i s  s i n g l e  u s e r  is o n l y  
l / r  o f  t h a t  t r a n s m i t t e d  by a l l  of t h e  u s e r s  t o g e t h e r  i n  the  r 
u s e r  case. 

6 . 4  Prime Number Codes as Address  Codes 

I n  t h i s  s ec t ion  w e  i n t r o d u c e  a n o t h e r  way t o  c o n s i d e r  prime number 
codes,  w h i c h  i s  i n t e r e s t i n g  f o r  t w o  r e a s o n s .  F i r s t ,  it i n t r o -  
duces  an a l t e r n a t i v e  t o  t h e  composi t ion  decoding  a l g o r i t h m  i n t r o -  
d u c e d  i n  S e c t i o n  4 ,  w i t h  c e r t a i n  a d v a n t a g e s  a n d  d i s a d v a n t a g e s .  
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Second,  t h i s  a l t e r n a t e  approach  i s  c l o s e l y  r e l a t e d  to  a number of  
s t u d i e s  which h a v e  been p u b l i s h e d  o v e r  t h e  past f i v e  y e a r s  o r  so. 
I t  i s  i m p o r t a n t  t o  s h o w  how t h e s e  s t u d i e s  r e l a t e  t o  the present  
work. T h i s  i s s u e  i s  a d d r e s s e d  i n  S e c t i o n  6.5. 

L e t  u s  g o  back  t o  E q u a t i o n  6-4, aga in  u s i n g  t h e  codebook i n  Table 
6-3 t o  i l l u s t r a t e  a g e n e r a l  p o i n t .  W e  r ewr i t e  E q u a t i o n  6-4 
i d e n t i f y i n g  i t s  components as message and a d d r e s s .  

- -  - 
~ j n  = Cj0 + Con 

message a d d r e s s  

(6 -13)  

We c a n  t h i n k  o f  t h e  codebook as composed n o t  o f  r2 codewords,  b u t  
r a t h e r  of r c o d e w o r d s  w h i c h  are found ,  f o r  e x a m p l e  f o r  r = 5, i n  
t h e  l e f t  h a n d  c o l u m n  i n  T a b l e  6-3  a n d  r a d d r e s s e s  wh ich  a re  the  
sequences  found i n  t h e  t o p  r o w ,  f o r  example,  i n  Table 6-3. Each 
a d d r e s s  i s  a s s i g n e d  t o  o n e  o f  t h e  1: u s e r s .  The jth codeword  of 
t h e  nth u s e r  i s  t h e n  formed by  adding ,  modulo-r,  the  d e s i r e d  u s e r  
address t o  the d e s i r e d  message v e c t o r .  

W e  s h a l l  r e f e r  h e r e  t o  codes which  h a v e  t he  fo rm of E q u a t i o n  6-13 
as  " a d d r e s s  codes"  t o  d i s t i n g u i s h  them from o t h e r  codes  d e s c r i b e d  
i n  t h i s  paper. One f e a t u r e  o f  a d d r e s s  codes  i s  t h a t  t h e y  s u g g e s t  
a rather simple decoding  a l g o r i t h m .  

Addres s  Decoding Algor i thm:  

TO d e t e r m i n e  the codeword s e n t  b y  a s p e c i f i c  u s e r ,  
s u b t r a c t  f r o m  t h e  index of f r e q u e n c i e s  i n  a g i v e n  
c o l u m n  i n  the c o m p o s i t e  s i g n a l  the  v a l u e  of t he  
a d d r e s s  of  t h e  d e s i r e d  u s e r  i n  the  g i v e n  f r e q u e n c y  
co lumn.  The des i red  message is  g i v e n  by t h e  o n l y  
f u l l  r o w  o f  e l e m e n t s  i n  the  r e s u l t i n g  m a t r i x .  

W e  f i r s t  g i v e  a n  e x a m p l e ,  a n d  t h e n  p r o v e  t h a t  the  a lgo r i thm i s  
a l w a y s  s u c c e s s f u l  fo r  prime number c o d e s .  T o  d e m o n s t r a t e  t h e  
process,  c o n s i d e r  a composite shown o n  the  l e f t  i n  F i g u r e  6-2 
which r e s u l t s  from the composition of f i v e  s i g n a l s  t a k e n  f r o m  the 
codebook i n  Table 6-3. W e  w i s h  t o  f i n d  the message s e n t  b y  U s e r  
N u m b e r  3 ,  for  example, w i t h  a d d r e s s  103142) .  S i n c e  t he  f i r s t  
e l e m e n t  of t he  a d d r e s s  i s  zero, w e  d e c r e a s e  the  i n d e x  of e v e r y  
f r e q u e n c y  s l o t  i n  t he  f i r s t  co lumn b y  0, t h a t  i s ,  there  is n o  
c h a n g e .  Bu t  t h e  s e c o n d  a d d r e s s  e l e m e n t  i s  3 ,  so w e  d e c r e a s e  
e v e r y  f r e q u e n c y  i n d e x  b y  3 .  T h i s  is e q u i v a l e n t  t o  r o l l i n g  t h e  
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Composite Signal Decoded Composite (User 3 )  

Figure 6-2.  Example of Address Decoding 

column down by 3 steps. Since t h e  operation is  modulo-5, i n  t h i s  
case, elements which r o l l  down past zero appear next as 4 a t  the 
top  of t h e  next column. The decoded composite shows t h a t  t he  
correct message i s  number 4 .  

Theorem 6 - 3 :  I f  the  composite s igna l  i s  formed from a prime 
number code, t h e  address decoding algori thm 
y i e l d s  e x a c t l y  one f u l l  row, and t h i s  i s  the 
correct message row. 

Proof: I t  i s  ev ident  from Equation 6-1 t h a t  the algo- 
r i t h m  y i e l d s  the  cor rec t  complete row s ince  we 
obta in  c j O ,  t he  message, when we s u b t r a c t  t h e  
address can from c jn .  

To s h o w  t h a t  no o t h e r  row can be f u l l ,  
subtract the address for  the n1 user from the j 
codeword of the n2 user, for  n2 = 

WtE 
"1 

, j+ ( r - l ) (n2 -n l ) l  (6-14) 

Since n2 = nl ,  n2-n1 modulo-r is t h e  s e t  of 
i n t e g e r s  from 1 t o  r-1. B u t  fo r  any s p e c i f i c  
p a i r  of users ,  n -n1 p lays  the  r o l l  of n in 
Equation 6-1, and %ence the codeword i n  Equation 
6-14 is a member of the or iginal  codebook. That 
i s ,  s u b t r a c t i n g  the address from a codeword 
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yie lds  another codeword, and hence the resul t ing 
composite matrix is i t s e l f  a legit imate composite 
of t he  codebook. B u t ,  s i nce  it i s  a Composite, 
it can have one and o n l y  one complete row, from 
Theroem 6-2. 

I t  i s  appropr ia te  a t  t h i s  point  t o  make some comments on t h e  
comparison between composition codes and address codes before  
t u r n i n g  t o  a discussion on previous work on address codes. 

I n  a no ise- f ree  environment the  address decoding algorithm and 
t h e  composition decoding algorithm a r e  e q u a l l y  e f f e c t i v e  i n  
decoding s i g n a l s  of i n d i v i d u a l  users without e r ro r .  Since t h e  
address decoding algorithm is inherently simple, it may be l e s s  
complex t o  implement than the composition decoding algorithm i n  
some applications. However, i f  we w i s h  t o  simultaneously decode 
messages from a number of users, the composition decoding algo- 
r i t h m  may well be l e s s  costly.  

---- 

I f  noise is present or i f  the codewords are random ( the codebook 
i s  n o t  interference-free) the address decoding algorithm i s  l e s s  
e f f e c t i v e  i n  co r rec t ing  for  e r ro r s .  The reason i s  t h a t  the  
address decoding algorithm i n  the form given above does not make 
use of information about estimates of the other s ignals  t o  help 
e l i m i n a t e  noise and in t e r f e rence  e f f e c t s  on a given user. We 
s h a l l  return t o  t h i s  question of word error correction i n  Section 
a .  

6 . 5  Previous Work i n  Address Codes 

I n  t h i s  section we review some of the work which has appeared i n  
t h e  l i t e r a t u r e ,  p r i n c i p a l l y  i n  the pas t  5 years ,  i n  the  area of 
coded frequency hopped signals, and address codes i n  par t icular .  

We begin by mentioning a recent  paper by  Chang and Wolf(1981) 
which assumes a general frequency hopping scheme much l i k e  t h a t  
considered here. Two types of channel a re  studied, one of which 
i s  without signal intensi ty  information, and is  equivalent t o  the 
OR channel assumed here. The other uses intensi ty  information, 
t h a t  i s ,  it assumes t h a t  t he  r ece ive r  can t e l l  howmany s i g n a l s  
were r ad ia t ed  i n t o  a p a r t i c u l a r  s i g n a l  c e l l .  Techniques a r e  
given f o r  cons t ruc t ing  codes which a r e  uniquely decodable i n  a 
noise-free environment. Unfortunately, the resul t ing codes re- 
quire tha t  a l l  users be act ive i f  the decoding is  to  be correct. 
We do not w i s h  t o  make t h i s  r e s t r i c t i o n ,  and hence these  codes 
a re  not useful here. 

The concept of address coding appears t o  have been introduced 
f i r s t  i n  the  l i t e r a t u r e  by  Viterbi( l9781,  who app l i ed  it t o  a 
proposed low-rate mobile communication system. The paper begins 
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w i t h  an e x c e l l e n t  d i scuss ion  of the  comparative advantages of 
frequency hopped code divis ion mu1 t i p 1  exing (CDMA), particu 1 a r l y  
from a spectral  efficiency standpoint. Addresses are assumed to  
be random or  pseudorandom. Er ro r  r a t e s  a r e  obtained i n  noise- 
f r e e  as  w e l l  as noisy environments. I t  is a l s o  shown how e r r o r  
r a t e s  can be reduced through coding. The paper has an important 
description of the e f f ec t s  w h i c h  the modulation form and system 
t i m i n g  have on the performance of the system. 

A t  about t he  same time as  the  V i t e r b i  proposal,  Cooper and 
Nettleton(l978) a l s o  proposed a frequency hopping spread spectrum 
technique for  mobile radio.  Their work concent ra tes  t o  a g r e a t  
ex ten t  on the  modulation form. The codes assumed fo r  the  s t u d y  
a r e  s i m i l a r  t o  prime number codes, w i t h  the  important property 
t h a t  between any two codewords o n l y  one element i s  i n  common. 
The a n a l y s i s  a l s o  assumes t h a t  i n t e r f e rence  can be modeled as  
Gaussian noise. The proposal was c r i t i q u e d  by Henry(1979) who 
questioned the  e f f i c i e n c y  of the  system, and by Mazo(1979), who 
questioned the assumption tha t  interference should be modeled as 
Gaussian noise. 

Goodman, Henry and Prabhu( 1980) proposed a mul t i leve l  frequency 
s h i f t  keying system using coding, which i s  c l o s e l y  r e l a t e d  t o  
some of the  approaches discussed i n  t h i s  paper. S p e c i f i c a l l y ,  
they use addressing t o  t r a n s l a t e  r e p e t i t i o n  code messages i n t o  
frequency hopped codewords such as  those found i n  t he  prime 
number codes discussed above, and they use an address decoding 
algorithm t o  recover the signals.  They obtain the probabili ty of 
error  for a given number of inteferring users assuming tha t  user 
addresses are  chosen randomly. Sometimes the interference leads 
t o  a f a i l u r e  t o  decode, yielding an error, and sometimes it does 
not. Hence these codes are not  good i n  the sense defined above. 
B u t  they do tend t o  provide fo r  higher efficiency than in te r fe r -  
ence-free codes, a t  t he  c o s t  of non-zero e r r o r  p r o b a b i l i t y .  We 
s h a l l  return t o  a deeper s t u d y  of random codes i n  Section 7. 

The problem of good addresses, which i s  analogous t o  the problem 
of in t e r f e rence - f r ee  codes, was s tudied  by Einarsson(l980 and 
1982). Using Einarsson's terminology, a codeword is given by the 
vector: 

(6-15) 

where x the  address of t he  message t o  be t ransmi t ted ,  has t h e  
range f 6 , 1 , 2 ,  ...,( Q-l)], and Q i s  the  number of f requgncies  
a v a i l a b l e  i n  the  frequency hopping system. The vec to r  1 i s  a 
u n i t  vec tor ,  c o n s i s t i n g  of L 1 '8 ,  where L i s  the  number of time 
s l o t s  i n  a block. Finally,  i s  an address vector generated by: 
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(6-16)  

where bm, which i s  u n i q u e l y  a s s i g n e d  t o  a p a r t i c u l a r  u s e r ,  is  an  
e l e m e n t  o f  the Galois F i e l d  of order Q, G F ( Q ) .  [For a r e v i e w  of 
Galo is  F i e l d s ,  see E i n a r s s o n ( l 9 8 0 ) ,  o r  L i n  and Coste110(1983) . ]  
I t  i s  n e c e s s a r y  t h a t  C be a p r i m i t i v e  e l e m e n t  O f  G F ( Q ) .  T h e  
algebraic o p e r a t i o n s  i n  E q u a t i o n  6-16 are modulo-Q. The  maximum 
number of codewords i s  Q, a n d  t h e  maximum v a l u e  of L i s  Q-1. I t  
i s  shown i n  the  paper t h a t  t h e  codewords g e n e r a t e d  b y  t he  above 
e q u a t i o n  c a n  h a v e  no  more t h a n  one e l e m e n t  i n  common. A s  w i t h  
t h e  pr ime number codewords, t h e r e  a re  no  common e l e m e n t s  fo r  a 
g i v e n  u s e r ' s  codewords. U n l i k e  prime number codes, however,  the 
E i n a r s s o n  codes h a v e  some codeword  pa i r s  f r o m  d i f f e r e n t  u s e r s  
t h a t  h a v e  no common e l e m e n t s .  To i l l u s t r a t e  the use  of the  above  
g e n e r a t o r ,  w e  repeat Example 1 from E ina r s son ,  and expand on it, 
showing i t ' s  r e l a t i o n  t o  the  compos i t ion  decod ing  a l g o r i t h m .  

Example 6-1. L e t  Q=7' L=4, and C=3 

Apply ing  E q u a t i o n  6-16, the a d d r e s s  for  the u s e r  a s s i g n e d  = 2 
i s ,  for  example: 

- 
am = (2,2X3,2X32,2X33) 

= ( 2 , 6 , 1 8 , 5 4 )  

= ( 2 , 6 , 4 , 5 )  

w h e r e  t h e  l a s t  l i n e  i s  t h e  r e s u l t  of t a k i n g  t h e  p r e v i o u s  l i n e  
modulo-7. T h e  codeword indexed  by xm = 4 i s ,  for  example: 

W e  can  g e n e r a t e  a maximum of Q=7 a d d r e s s e s .  Each address can  be 
a p p l i e d  t o  a n y  of 7 r e p e t i t i o n  codewords .  I n  t h i s  way w e  c a n  
c r ea t e  a codebook of t he  form o f  those i n  S e c t i o n  6.1. For t h i s  
example the codebook takes the form shown i n  Table 6-5. 

W e  c o n s i d e r  t h i s  e x a m p l e  now for  t h e  case where the number of 
u s e r s  may v a r y  f r o m  2 t o  7. L e t  us s t a r t  w i t h  2 u s e r s .  R e c a l l  
t h a t  no  p a i r  of  codewords can h a v e  more t h a n  one e l e m e n t  i n  I 
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common. Hence it  m u s t  be t r u e  t h a t  any codeword f o r  a g iven  
user, except tha t  which has been transmitted, m u s t  have a t  l e a s t  
t h r e e  elements which a r e  n o t  found i n  the composite. Hence the  
composition decoding algorithm or the address decoding algorithm 

Messaqe User 0 User 1 User 2 User 3 User 4 User 5 User 6 - -  -- -- - -  - -  - -  - -  
0 0000 1326 2645 3264 4513 5132 6451 
1 1111 2430 3056 4305 5624 6243 0562 
2 2222 3541 4160 5416 6035 0354 1603 
3 3333 4652 5201 6520 0146 1465 2014 
4 4444 5063 6312 0631 1250 2506 3125 
5 5555 6104 0423 1042 2361 3610 4236 
6 6666 0215 1534 2153 3402 4021 5340 

Table 6-5. Example Codebook for  an Einarsson Code 

can successfully eliminate such an improper codeword. (See the 
proof of Theorm 6-1 above for  more d e t a i l  on t h i s  reasoning.) 
Likewise, i f  three or four users are act ive,  there w i l l  s t i l l  be 
a t  l e a s t  two or one elements, respectively, which a re  not i n  the 
composite, and hence decoding is s t i l l  error free. B u t ,  i f  f i ve  
users are act ive,  it i s  possible that they w i l l  contain a s e t  of 
elements which i s  i d e n t i c a l  t o  t h a t  of some improper codeword. 
I f  t h i s  happens, t h e  improper codeword cannot be removed by  the  
composition decoding algori thm, and the  address decoding algo-  
rithm w i l l  y ie ld  a second f u l l  row, producing a word error. 

The e r r o r  described above i s  not c o r r e c t a b l e  i f  e i t h e r  of t h e  
algorithms mus t  work w i t h  data from only one user. I f ,  however, 
the  s i g n a l s  from the  o the r s  users a r e  a v a i l a b l e ,  t he  e r r o r  can 
robably be corrected. To see how t h i s  is  done, l e t  u s  return t o  

The example above. We assume that  a l l  users are act ive,  and tha t  
they have chosen the signaa set: 

U s i n g  the  codebook i n  Table 6-5 we obta in  the composite s i g n a l  
shown i n  Figure 6-3. 
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Figure 6 - 3 .  Composite Signal Example for Einarsson Code 

I f  w e  now a p p l y  the decoding algorithm t o  t h i s  composite, we f ind 
t h a t  on ly  one s igna l  remains i n  each column except for User 3 f o r  
whom two s i g n a l s  a r e  found, ( 1 0 4 2 1 ,  and (2153). If t h e  
probabi l i ty  of word error i s  low, it i s  very unlikely tha t  both 
of these  s i g n a l s  have been masked by the in t e r f e rence .  I t  i s  
much more l i k e l y  t h a t  j u s t  the improper codeword was masked. The 
e r r o r  co r rec t ion  a lgor i thm which fo l lows  depends on t h i s  
condition. I f  both of the words are masked, the error  cannot be 
corrected. 

The error  correction concept i s  simple. The improper codeword i s  
tha t  whose elements are a l l  found i n  the composite formed by the 
other codewords. This is why it was not  removed. A quick check 
shows t h a t  the  elements o f  ( 1 0 4 2 )  a r e  a l l  found i n  t h e  o the r  
codewords, including the other candidate i n  Column 3 ,  but exclud- 
i n g  ( 1 0 4 2 )  of course. Hence (1042)  was masked. This i s  not 
t r u e  of (2153), and hence (2153) is t he  c o r r e c t  codeword. I t  is 
very inpor t an t  t o  note t h a t  t h i s  v a r i a t i o n  i n  the a lgor i thm,  
which i s  probably capable of correcting detected errors,  requires 
knowledge or  a t  l e a s t  an est imate  of t h e  o t h e r  s i g n a l s  which 
caused the interference. I f  t h i s  knowledge is ava i lab le ,  it is 
a l s o  possible to  a l t e r  the address decoding algorithm so t ha t  it 
can probably detect  errors.  We sha l l  discuss t h i s  shortly.  

Einarsson obtained a bound f o r  the e r r o r  p r o b a b i l i t y  f o r  t h e  
above code. 

pw < (0-1) ( M - 1 )  (M-2). (M-L)/QL (6-17 ) - 

where M is the number of active users. 

Note t h a t  t h i s  p r o b a b i l i t y  i s  0 for any number of users  up t o  L ,  
as we argued above t h a t  it m u s t  be. That is, Einarsson codes are 
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i n t e r f e r e n c e - f r e e  f o r  M < L. For M>L t h e  e r r o r  p r o b a b i l i t y  
becomes non-zero and increases as  the additional users provide an 
inc reas ing  amount of in te r fe rence .  F i n a l l y ,  t he  presence of Q 
and L i n  the denominator suggests t ha t  we can trade error proba- 
b i l i t y  aga ins t  spectrum space. We s h a l l  see more about t h i s  i n  
Section 7. 

Einarsson a l s o  compared the deterministic code described above 
w i t h  a code i n  which t h e  addresses a r e  chosen randomly. The 
deterministic code exhibited s l i g h t l y  be t te r  performance than the 
random code. 

I t  was observed above tha t  t h e  basic address decoding algorithm 
can d e t e c t  b u t  not c o r r e c t  errors.  Timor(l981) suggested an 
augmented algorithm which makes use of the s ignals  sent by other 
users t o  determine (probably) which of two or more signals i n d i -  
cated f o r  a s i n g l e  user i s  co r rec t .  The augmented a lgor i thm 
accomplishes e s s e n t i a l l y  the  same t a sk  as  t he  v a r i a t i o n  i n  t h e  
composition decoding algorithm discussed e a r l i e r .  Timor reported 
an improvement i n  the spectral  efficiency of about 50 t o  60% with 
the modified algorithm. 

Subsequently, Timor(1982) proposed a f u r t h e r  extension of the  
coding scheme i n  which more than one tone can be t ransmi t ted  a t  
t h e  same time by a given user.  This g i v e s  f l e x i b i l i t y  t o  the  
system designer since the time slot length can be increased. I t  
a l s o  perni ts  a small increase i n  the number of users for a given 
error  probabili ty.  

F i n a l l y ,  Yue(1983) has  w r i t t e n  a review of proposals  f o r  the  
application of frequency hopping spread spectrum t o  mobile radio, 
covering much of the same ground as t h i s  section. 

~ 
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7. RANDOM CODES 

An approach to ,  the problem of the r e l a t i v e l y  poor efficiency of 
codes which a re  guaranteed t o  be in t e r f e rence - f r ee  i s  t o  r e l a x  
t h e  requirement t h a t  t he  code be in te r fe rence- f ree .  One way t o  
do t h i s  i s  t o  generate  random codes i n  which t h e r e  i s  occasional-  
l y  some in t e r f e rence ,  r e s u l t i n g  i n  e r r o r s  which we m u s t  e i t h e r  
accept  o r  co r rec t .  I n  t h i s  sec t ion  we consider t h i s  problem f o r  
random address codes and random codeword codes. 

7 . 1  Random Addresses 

Random codes can be generated i n  a number of ways. One way is t o  
m a i n t a i n  the  s i g n a l i n g  scheme introduced i n  Figure 3-1, and 
s e l e c t  address f requencies  t o  be t ransmi t ted  d u r i n g  each time 
s l o t  randomly. T h i s  approach can be c a l l e d  "random address  
coding". I t  has been used i n  the analysis of a number of systems 
s tudied i n  the l i t e r a t u r e .  [See, fo r  example, V i t e r b i ( l 9 7 8 ) ,  
Goodman, Henry and Prabhu(l980),  Haske l l ( l981) ,  and Einarsson 
(1980)  .] 
We consider a system which has k active users each of whom has m 
messages which a re  coded u s i n  m frequency v a l u e s  and r time 
s l o t s .  From Sect ion 6-1 t he  message of the nth user  can be 
expressed as  the vector sum: 

where, as before, the message i s  the r-term vector: 

B u t  now the address vector is: 

where the a .  are obtained randomly, taking, w i t h  equal probabil- 
i t y ,  any v a l u e  from 0 t o  m. 

As we saw i n  section 6 an error  i s  made i n  address decoding i f  i n  
add i t ion  t o  the des i red  f u l l  r o w  corresponding t o  t h e  message, 
one o r  more o ther  f u l l  rows a r e  found.  We begin by consider ing 
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t h e  p r o b a b i l i t y  t h a t  a s p e c i f i c  one of the  m - 1  non-message rows 
i s  f i l l e d  by the interfer ing signals. 

(7-4 

The l o g i c  of t h i s  equation is  simple. The t e r m  ( l - l / m )  i s  t h e  
p r o b a b i l i t y  t h a t  a given p o t e n t i a l  i n t e r f e r e r  does not r a d i a t e  
i n to  a specif ic  time s l o t  i n  the row of interest .  Then the term 
( l - l / m ) k - l  i s  t h e  p r o b a b i l i t y  t h a t  none of t h e  k-1 p o t e n t i a l  
i n t e r f e r e r s  r a d i a t e s  i n t o  t h i s  frequency s l o t .  One m i n u s  t h i s  
term i s  the  p r o b a b i l i t y  t h a t  a t  l e a s t  one do s r a d i a t e  t h a t  
frequency. T h i s  d i f f e r e n c e  raised t o  the  rt' power i s  t h e  
p r o b a b i l i t y  t h a t  a l l  r time s l o t s  i n  the row of i n t e r e s t  a r e  
radiated by a t  l ea s t  one user. 

I n  a n y  column of m messages, a n  e r r o r  occurs i f  one or  more of 
t h e  m-1 words o ther  than t h e  co r rec t  word a r e  ind ica ted  by  t he  
address decoding algorithm. If PI i s  small, the probabili ty tha t  
a t  l e a s t  one of the words i s  i n  error is approximately m-1 times 
P1. And i n  f a c t  t h i s  i s  an upper (union) bound on the  e r r o r  
probability. Hence we can write the e r ror  probability bound as: 

P e- < (m-l)P1 (7-5 ) 

I f  we assume t ha t  there i s  not more than one error,  w e  can reduce 
Pe to:  

'e L (7-6) 

by using a coin f l i p  t o  choose between the two candidate words. 

T h i s  r e s u l t  was o r i g i n a l l y  obtained by V i t e r b i ( l 9 7 8 ) ,  and was 
l a t e r  studied i n  the l i t e r a t u r e  cited above. 

7 2 Random Codewords 

I n  t h i s  section we consider a second appoach to random coding i n  
which we generate  each codeword randomly in s t ead  of the ad- 
dresses .  T h i s  i s  done by making a random binary dec is ion  as t o  
whether t o  put a mark i n  each of t he  n=mxr elements i n  t he  
signaling matrix. Hence, i n  any one time s l o t  we may end up w i t h  
anywhere from 0 t o  m frequency marks. 

For convenience, l e t  u s  t h i n k  of taking the mxr signal elements 
and s t r i n g i n g  them out i n  a r o w  instead of w r i t i n g  them i n  matrix 
form. Then a random codebook has the form shown i n  Table 7-1. 
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x x x . .  .x xxx. .  .x ............ xxx..  .x 

W 

messages  

xxx. .. x xxx. .  .x  ............ xxx..  .x 

. 

. 
xxx. .  .x xxx . .  .x ............ xxx. .  . x  

b 4 

n e l e m e n t s  

Table 7-1. Random Codebook 

Each c u s t o m e r  i s  g i v e n  a c o l u m n  of w message codewords.  Each 
c o d e w o r d ,  r e p r e s e n t e d  b y  X X X . . . ~ ,  has n e l e m e n t s ,  each of which 
i s  randomly s e t  t o  be a mark w i t h  p r o b a b i l i t y  p and a space w i t h  
p r o b a b i l i t y  1-p. T h u s  X X X . . . ~  i s  a random b i n a r y  s e q u e n c e .  I t  
i s  c a n  be s e e n  t o  be e q u i v a l e n t  t o  a f r e q u e n c y  hop s i g n a l  m a t r i x  
i f  t he  f i r s t  r b i n a r y  v a l u e s  i n  the codeword make u p  t h e  bottom 
r o w  i n  t h e  m a t r i x  ( F i g u r e  3 - l ) ,  the  n e x t  r v a l u e s  make up t h e  
s e c o n d  r o w ,  a n d  so on. T h e  a c t u a l  number of e l e m e n t s  per code- 
word i s  c l e a r l y  random, and i s  i n  f a c t  B e r n o u l l i .  

T h e  c o m p o s i t i o n  d e c o d i n g  a l g o r i t h m  w i l l  be a b l e  t o  remove  a n y  
improper codeword i f  it has one  e l emen t  which d o e s  n o t  b e l o n g  t o  
t h e  r e c e i v e d  composite.  T h i s  i s  t r u e  whether the  codebook i s  
e x p r e s s e d  i n  the form of b i n a r y  codewords of l e n g t h  n=mxr, or i n  
t h e  e q u i v a l e n t  m-ary c o d e w o r d s  of l e n g t h  r. The  p r o b a b i l i t y  
t h a t  a p a r t i c u l a r  codeword can  be removed b y  the a lgor i thm i s  the 
p r o b a b i l i t y  t h a t  the codeword has a t  l e a s t  one  e l e m e n t  which does 
n o t  b e l o n g  t o  a composi te  c r e a t e d  b y  some k u s e r s .  F o r  a code- 
word which has u e l e m e n t s ,  t h i s  is: 

where p i s  the  p r o b a b i l i t y  t h a t  a n y  g i v e n  e l e m e n t  i n  t he  n - b i t  
codeword  i s  made a mark by  t h e  random number g e n e r a t o r .  T h e  
u n c o n d i t i o n a l  word error probability is  found by averaging o v e r  
a l l  of u.  

where, o n c e  a g a i n ,  u i s  B e r n o u l l i ,  w i t h  average v a l u e  np. 

34 



I t  i s  i n t e r e s t i n g  t o  consider the e f f e c t  on the  codebook as  a 
whole of a codeword which happens to  have a greater than average 
value of u. When such a word is an improper codeword, it i s  more 
l i k e l y  t h a t  it w i l l  be removed as des i red  than w i l l  a codeword 
with an average number of marks. B u t  when such a codeword is 
sent by i t s  user, it causes more interference t o  other users than 
average codewords, increas ing  the p r o b a b i l i t y  t h a t  some o the r  
improper codewords w i l l  not be deleted by the algorithm. When u 
i s  l e s s  than np, the opposite effect  occurs. 

The above s i tuat ion ra i ses  the question of s t r a t eg ie s  open t o  the 
codebook designer.  One p o s s i b i l i t y  would be t o  go through the  
random codewords which have been generated i n  search of those  
with la rge  u ,  and give these t o  high p r io r i ty  users. 

If a l l  users have the same priority,  two s t ra teg ies  are possible. 
F i r s t ,  we could go through the codewords which have been gene- 
rated, and d is t r ibu te  small and large as evenly as possible among 
the  users .  Second, we could s i m p l y  d i scard  a l l  codewords fo r  
which u does not equal np. (The l a t t e r  approach has the at t rac-  
t i v e  feature tha t  it s implif ies  the mathematics grea t ly  since it 
reduces the  summation of Equation 7-8 t o  the simple one term form 
of Equation 7 - 7 ) .  I f  we use t h i s  second s t r a t e g y  i n  designing 
the codebook, we end up w i t h  a word error  probabili ty of: 

p2  = [l ( 1 'PI k1 np (7-9 I 

We s h a l l  further a l t e r  the random codebook by arranging t o  assign 
codewords t o  a given user such t h a t  a l l  t h e i r  elements a r e  
d i f f e r e n t .  Then the  proper codeword of the  user whose improper 
codeword we wish t o  d e l e t e  cannot i n t e r f e r e ,  and the  e r r o r  
probability becomes: 

p* = c 1  - ( 7 - 1 0 )  

I f  we have k users, each of which is  given m messages, and we use 
n=mxr one-bit elements t o  .signal,  the spectral  efficiency of the 
system a s  a whole is: 

(7-11)  

Hence, the  system e f f i c i e n c y  goes up as k goes up, b u t  from 
Equation 7-9 t he  word e r r o r  p r o b a b i l i t y  a l s o  goes up. We know 
from theory [see, for example, Healy(1982)l t ha t  i n  the l i m i t  as 
n becomes unbounded, t he  channel capaci ty  of t he  OR channel i s  a 
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maximum when t h e  p r o b a b i l i t y  that  any p a r t i c u l a r  e l emen t  i n  the 
c o m p o s i t e  i s  a mark is 50%. I f  t h e r e  are k u s e r s ,  t h i s  probabil- 
i t y  i s :  

1 - (1 -p )k  = 1/2 (7-12) 

Taking  t he  n a t u r a l  l o g a r i t h m  of both sides, w e  have:  

k l n ( 1 - p )  = -1n2 

kp = l n 2  = 0.693 

(7-14) 

(7-14) 

T h i s  o b s e r v a t i o n  i s  a l s o  made b y  V i t e r b i ( l 9 7 8 ) .  

W e  n e x t  o b t a i n  a bound on t h e  p r o b a b i l i t y  t h a t  o n e  or  more e r rors  
a r e  made i n  a g i v e n  u s e r s  co lumn.  T h i s  i s  the sane as  the f o r m  
of E q u a t i o n  7-6. 

(7-15)  

L e t  u s  compare E q u a t i o n s  7-4 a n d  7-10. If w e  w i s h  the  number o f  
f i l l e d  e l e m e n t s  t o  be t h e  same i n  random addres s  c o d i n g  and i n  
random codeword  c o d i n g ,  w e  s e t  p = l/m, and t h e n  n p  = n/m = r. 
Hence t he  t w o  p robab i l i t i e s  are t h e  same. We h a v e  g a i n e d  n o t h i n g  
by  going  t o  random codewords. At f i r s t  t h i s  seems c o u n t e r i n t u i -  
t i v e ,  s i n c e  t h e r e  a r e  f a r  more p a t t e r n s  w h i c h  c a n  be g e n e r a t e d  
f o r  s e n d i n g  m e s s a g e s  u s i n g  random c o d e w o r d s  t h a n  w i t h  add res s  
codewords. However ,  when t he  c o d e w o r d s  a re  combined  t o  form a 
composite, the p r o b a b i l i t y  of any p a r t i c u l a r  composite t e n d s  t o  
1 / 2 ”  i n  ei ther case. The e f f e c t  of u s i n g  o n l y  one  f r e q u e n c y  per 
t i m e  s l o t  i s  e r a s e d  as w e  add s i g n a l s  t o  form composites. 

T h e  a b o v e  r e s u l t  i s  i m p o r t a n t  s i n c e  it says  t h a t  address  codes, 
which a re  r e l a t i v e l y  s i m p l e  t o  d e c o d e ,  a r e  as good  as p u r e l y  
random codeword codes .  

7 . 3  Error P r o b a b i l i t y  Bounds 

S i n c e  we h a v e  e s t a b l i s h e d  t h a t  random a d d r e s s  c o d e s  a n d  random 
c o d e w o r d s  codes h a v e  i d e n t i c a l  p e r f o r m a n c e  f o r  l a r g e  k, w e  c a n  
u s e  e i t h e r  o n e  t o  s t u d y  error b o u n d s .  W e  s h a l l  work  w i t h  
E q u a t i o n  7-6. Us ing  E q u a t i o n s  7-4, 7-11, and  7-14, w e  o b t a i n :  
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I f  k a n d  n=mxr a r e  l a r g e ,  a n d  w e  a s sume  t h a t  E q u a t i o n  7-12 
a p p l i e s ,  imp ly ing  o p t i m a l  f i l l i n g  of the s i g n a l  m a t r i x ,  w e  have :  

(7-17)  

( 7-18 ) 

The e x p o n e n t  i s  n e g a t i v e  as l o n g  as t h e  e f f i c i e n c y  b is l ess  t h a n  
l n 2  o r  0 .693 .  T h i s  i s  n o t  s u r p r i s i n g  s i n c e  Cohen,  H e l l e r ,  a n d  
V i t e r b i ( l 9 7 1 )  e s t a b l i s h e d  t h a t  l n 2  i s  t h e  c a p a c i t y  of t h e  OR 
c h a n n e l .  

E q u a t i o n  7-18 shows t h a t  t h e  e r r o r  p r o b a b i l i t y  goes  t o  zero as n 
g o e s  t o  i n f i n i t y  so l o n g  a s  the  c h a n n e l  s p e c t r u m  e f f i c i e n c y  i s  
less  t h a n  t h e  c h a n n e l  c a p a c i t y .  

I t  i s  i m p o r t a n t  t o  keep  i n  m i n d  Equat ion  7-11 which d e t e r m i n e s  m 
f o r  a g i v e n  s e t  of b, k and n. S o l v i n g  f o r  m w e  have :  

Thus f o r  a g i v e n  e f f i c i e n c y  b and b l o c k  l e n g t h  n, the p r o b a b i l i t y  
o f  error g i v e n  by E q u a t i o n  7-18 goes  down as the number o f  u s e r s  
g o e s  down, b u t  t h e  number o f  m e s s a g e s  per u s e r  g o e s  up. T h i s  
i n c r e a s e s  t h e  c o m p l e x i t y  of t h e  d e c o d i n g  p r o c e s s ,  a n d  c a n  be a 
l i m i t i n g  f a c t o r  i n  some s i t u a t i o n s .  To q u a n t i z e  these e f f e c t s ,  
i n  T a b l e  7-2 w e  g i v e  Pe a n d  m as a f u n c t i o n  of k f o r  a g i v e n  b 
and n .  

k - 
100 

80 
60 
50 
40 
25 
20 
1 0  

5 

P -e - 
2 .  50x10-1 
1. 77x10-1 

* 9 . 9 0 ~ 1 0 ' ~  
6 . 2 5 ~ 1 0 ' ~  

3 .91  ~ 1 0 ' ~  
9 . 7 7 ~ 1 0 ' ~  
9 . 5 0 ~ 1 0 ' ~  

3.12x10-2 

9 . 1 0 ~ 1 0 - 1 3  

m - 
32 
76 

322 
1024  
5793 
1 . 0 5 ~ 1 0 ~  
3 . 3 5 ~ 1 0 ~  

1 . 2 7 ~ 1 0 ~ '  
1 . 1 2 ~ 1 0 1 5  

n = 1 ,000  b = 0.50 

Table 7 . 2  R e l a t i o n  of Error P r o b a b i l i t y  to Number of Messages 
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W e  m i g h t  h o p e  t o  k e e p  m down t o  a r e a s o n a b l e  n u m b e r  b y  
m a n i p u l a t i n g  n and k. But i n  f a c t ,  f o r  a f i x e d  e f f i c i e n c y ,  t h i s  
i s  n o t  poss ib le .  T h i s  c a n  be s e e n  by  u s i n g  E q u a t i o n  7-19  t o  
e l i m i n a t e  n and k f r o m  E q u a t i o n  7-18. S o l v i n g  for m, w e  have:  

m = p e b / ( b - l n 2 )  (7-20) 

There i s  c l e a r l y  a t r a d e - o f f  b e t w e e n  m a n d  Pee  I n  t h e  n e x t  
chapter  w e  s h a l l  see t h a t  t h i s  t r a n s l a t e s  i n t o  a t rade-off  be- 
tween error c o r r e c t i o n  w i t h i n  a s i n g l e  frame and error c o r r e c t i o n  
o v e r  a number o f  f rames .  
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8. WORD ERROR CORRECTION 

We have seen throughout t h i s  s t u d y  t h a t  it i s  p o s s i b l e  i n  many 
s i t u a t i o n s  for  the  a lgor i thms described here  t o  make e r r o r s  i n  
t h e i r  e s t ima tes  of t h e  w o r d s  or  messages s e n t  by t he  var ious  
users. We have discussed some ways t o  correct these errors.  The 
purpose of t h i s  section i s  t o  consider i n  more depth the problem 
of reducing the word e r ror  r a t e  through coding, e i ther  w i t h i n  the 
b a s i c  s i g n a l i n g  frame or over a number of frames. We begin by 
reviewing the  causes of e r r o r ,  and then t u r n  t o  some ways of 
reducing the e f f ec t s  of errors .  

8 .1  Causes of Word Errors 

E r ro r s  i n  the decoding of words can be due t o  any of the f o l -  
lowing. 

Interference from other users 

Random noise 

Fading  

Jamming 

I f  the codebook is  interference-free, i n  the sense of Section 3 ,  
it i s  not possible for  interference alone to  cause errors  u s i n g  
e i the r  of the algorithms discussed here. I f ,  however, the code- 
book i s  not i n t e r f e rence - f r ee ,  e i t h e r  a lgori thm can y i e l d  an 
e r r o r  i n  decoding a des i red  user ' s  s i g n a l  i f  t h e  o the r  u se r s  
happen t o  s e n d  a s e t  of s i g n a l s  which masks one of the improper 
codewords i n  the column. This i s  true whether the code i s  deter- 
ministic as i n  the case of Einarsson codes, or whether the codes 
a re  random. 

The second source of e r r o r  i s  random noise which can change a 
mark t o  a space, ca l l ed  a delet ion,  o r  a space to  a mark, c a l l e d  
an insertion. 

Errors can a l so  r e s u l t  i f  the signal fades se l ec t ive ly  over the 
frequency bandwidth of the system. Then cer ta in  of the elements 
i n  the signaling matrix may be lo s t ,  causing deletions. 

A fourth source of error i s  intentional interference or jamming. 
T h i s  problem i s  not considered specif ical ly  i n  t h i s  paper. 
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8 . 2  Forms of Word Errors 

There a r e  th ree  bas i c  forms of word e r ro r .  These a r e  l i s t e d  i n  
Table 8-1, along w i t h  t he i r  possible causes, and an indication of 
whether they can be detected by the algorithms discussed here. 

Error Form - Cause Error Detection 

Word Addition Interference Yes 
or  Noise 

Word Subtraction Noise Yes 

Word Addition Interference N o  
and Subtraction and Noise 

Table 8.1 Forms of word Errors 

Word addition means tha t  one or more improper codewords, as wel l  
as  the proper codeword, are  indicated by the algorithm. T h i s  can 
r e s u l t  from i n t e r f e r e n c e  if the o the r  users  mask one of the 
improper codewords, or from noise i f  insertions occur. Clearly 
t h e  e r r o r  i s  de tec ted  by  the algorithms s ince  more than one 
message i s  indicated. 

Word subtraction means t h a t  the proper codeword does not appear 
i n  t he  l i s t ,  and no improper codeword i s  ind ica ted  e i t h e r .  I n -  
terference cannot cause t h i s  phenomenon, since a delet ion alone 
produces t h i s  s i t u a t i o n .  Since the r e c e i v e r  sees  no s i g n a l ,  an 
e r ror  i s  detected, if of course it knows tha t  the user is  trans- 
m i t t i n g .  

Word addition and subtraction means tha t  the proper codeword is  
deleted, which m u s t  be due t o  noise, and exactly one codeword i s  
added i n  the same column, which can be due t o  noise o r  t o  i n t e r -  
ference.  T h i s  e r r o r  i s  not detected s ince  the  r e c e i v e r  t h i n k s  
t h a t  the s ingle  indicated codeword i s  correct. 
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8 . 3  Overview of Error  C o r r e c t i o n  Coding 

So f a r  i n  t h i s  paper w e  h a v e  c o n s i d e r e d ' o n l y  s i n g l e  f r a m e s  of 
data ,  t r a n s m i t t e d  u s i n g  t he  s i g n a l i n g  m a t r i x  shown i n  F i g u r e  3-1, 
o n c e  e v e r y  T s e c o n d s .  I t  i s  possible  t o  accomplish word error  
c o r r e c t i o n  e i t h e r  by  c o d i n g  w i t h i n  s u c h  frames, as w e  h a v e  a l -  
r e a d y  s e e n ,  or by  c o d i n g  o v e r  a number  of frames. W e  s h a l l  refer 
t o  t h e  f o r m e r  a s  " i n t e r n a l  c o d i n g " ,  a n d  t h e  l a t t e r  a s  " e x t e r n a l  
coding".  I t  i s  a l s o  possible t o  combine these effects. F u r t h e r -  
more, it i s  p o s s i b l e  t o  t r a n s m i t  more t h a n  o n e  frame a t  a t i m e ,  
a n d  code o v e r  these. F i g u r e  8-1 s u g g e s t s  a number of frames 
which can  be t r a n s m i t t e d  s i m u l t a n e o u s l y ,  and  these sets t r a n s m i t -  
t ed  s e q u e n t i a l l y .  Coding c a n  be o v e r  any  combina t ions  of these. 

F i g u r e  8.1 Pa ra l l e l  and S e q u e n t i a l  S i g n a l i n g  Frames 

W e  b e g i n  w i t h  a b r i e f  r e v i e w  o f  i n t e r n a l  c o d i n g ,  which w e  h a v e  
d iscussed  p r e v i o u s l y ,  and t h e n  t u r n  t o  a number of approaches  t o  
e x t e r n a l  cod ing .  

I n  the deve lopmen t  w h i c h  f o l l o w s  we are g o i n g  t o  assume t h a t  no 
more t h a n  t w o  e r rors  o c c u r  i n  a g i v e n  t i m e  f r a m e .  I f  t he  
p r o b a b i l i t y  of m a s k i n g ,  P1, is l o w ,  higher-order errors h a v e  
l i t t l e  e f fec t  on the f i n a l  error probabili t ies.  The as sumpt ion  
g r e a t l y  s implif ies  the a n a l y s i s  w i t h o u t  s i g n i f i c a n t l y  a f f e c t i n g  
t he  a c c u r a c y .  
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8 . 4  Internal Cod ing  

An example of  in te rna l  coding designed to  combat the effects  of 
noise  i s  the use of good composition codes, a long w i t h  t h e  
v a r i a t i o n  of the composition decoding algori thm introduced i n  
Section 5. Here, a knowledge of the interfer ing s igna ls  and s o f t  
decision decoding are used to  determine which signal b i t  or b i t s  
were probably i n  e r ror .  

A second example i s  the use of random codes, which cause e r r o r s  
due t o  random i n t e r f e r e n c e ,  along w i t h  t h e  v a r i a t i o n  i n  t h e  
composition decoding algorithm introduced i n  Section 6.5. Impro- 
per codewords a r e  removed from word addi t ion  e r r o r s  by i d e n t i -  
f y i n g  which of t h e  candidate  words has elements a l l  of which 
belong t o  the  composite of t h e  o the r  proper codewords. T h i s  
r e q u i r e s  knowledge of a l l  of the codewords of the  o ther  users.  
The composite i t s e l f  cannot be used since it includes the proper 
codeword which of course masks i t s e l f .  An  a l t e r n a t e  a lgori thm 
for  removing these  codewords was proposed by Timor (1981). The 
l a t t e r  r equ i r e s  knowledge of t h e  addresses of the o ther  users ,  
which i s  analogous t o  knowledge of the other users' proper code- 
words. 

W e  s a w  i n  Section 7.1 t h a t  the probability tha t  any one codeword 
i s  masked is: 

Likewise, a bound on the probabili ty of word error  due t o  masking 
is: 

Next we consider the  p r o b a b i l i t y  t h a t  a word e r r o r  i s  p re sen t  
a f t e r  use of internal  coding, as described i n  Section 6.5. Such 
a word e r r o r  p e r s i s t s ,  i f  a word e r r o r  occurred i n  t h e  f i r s t  
place, w i t h  probabili ty Pe, and i f  the proper codeword i s  masked. 
The l a t t e r  occurs w i t h  p r o b a b i l i t y  P 1  since tlx? Proper codeword 
has the same s t a t i s t i c a l  properties as any other codeword. Hence 
the bound on the probabi l i ty  that the error persists a f t e r  decod- 
i n s  assuming that  no more than two errors can occur, is: 
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8 .5  P a r i t y  Coding 

I n  this s ec t ion  we consider a very s imple  p a r i t y  code scheme 
which i s  e f f e c t i v e  a g a i n s t  word a d d i t i o n  e r r o r s  due t o  
interference, and word addition and subtraction errors due t o  
noise. We consider a sequence of  codewords transmitted by a 
s ing le  user. The probabi l i ty  of error i n  each of these codewords 
is c a l  l e d  Pe, a s  i n  Sec t ion  7 .  We w i s h  t o  reduce this t o  a 
smaller value P 

The par i ty  code generator i n  tk transmitter examines f consecu- 
t i v e  m-ary codewords, and adds t h e m  modulo-m. I t  then transmits 
this s u m  as i t s  f + l  message. If  no word e r rors  have been 
detected i n  the f messages, the receiver ignores the f + l  message, 
and dec lares  t h a t  the indicated messages are correct. I f  there 
is no noise i n  the system, this declarat ion m u s t  be correct since 
interference can o n l y  cause word addition errors. I f  there is 
noise i n  the system, and i f  the p a r i t y  is c o r r e c t ,  it is 
v i r tua  1 l y  certain that  the dec 1 aration is correct since an error 
cou 1 d then occur on 1 y i f  two addition/subtraction errors had 
occurred which added t o  the same sum as the proper codewords. 
This would be extremely unlikely.  The probabi l i ty  of this set of 
occurrences is extremely s m a l  1. 

through par i ty  coding. eP 

I f  one word e r ro r  occurs ,  and there is no noise present,  the 
p a r i t y  coding necessa r i ly  co r rec t s  the e r ro r  b y  choosing the 
codeword which c o r r e c t l y  satisfies parity. T h i s  f a i l s  o n l y  i f  
the par i ty  is a l s o  i n  error. 

I f  two word errors appear, the receiver corrects the errors with 
the par i ty  word unless the two improper codewords have tk same 
sum, modulo-m, as the proper codewords. The probabi l i ty  of this 
is l / m .  When this s i tuat ion occurs, the receiver is unable t o  
identify the correct pair, although it is a b l e  t o  reduce the un- 
cer ta inty t o  a pairwise uncertainty. 

Once again, the parity is taken over f words. I f  g is the number 
of words which a re  i n  e r ror ,  the p r o b a b i l i t y  of e r ror  a f t e r  
decoding is: 

The probabili ty of g errors  i s  Bernoulli. 
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Hence t h e  u n c o n d i t i o n a l  error p r o b a b i l i t y  i s :  

TO r e d u c e  P it is d e s i r a b l e  t o  keep  f as l o w  as  p o s s i b l e .  
H o w e v e r ,  
e f f i c i e n c y  by  the f a c t o r  f / ( f + l ) ,  which s u g g e s t s  that w e  keep f 
as 1 a r g e  as possible. 

A s  a n  e x a m p l e ,  w e  h a v e  e v a l u a t e d  E q u a t i o n  8 -3  f o r  the case where 
pe is 0.1, and f v a r i e s  f rom 2 t o  6. I n  the second  c o l u m n  P, is 
shown as a g e n e r a l  f u n c t i o n  o f  m. The third c o l u m n  is f o r  the 
special  case where m is 32. The f o u r t h  c o l u m n  g i v e s  t h e  f a c t o r  
by which t h e  s p e c t r a l  e f f i c i e n c y  i s  r educed .  

the e P  c o d i n g  has the e f f e c t  o f  r e d u c i n g  the s p e c t r a l  

- f -eD P -eD P (m=32) -f b 

2 0.0003 0.67 

3 0.030/m 0.0010 0.75 

0.056/m 0.0017 0.80 4 

5 0.090/m 0.0028 0.83 

0.135/m 0.0042 0.86 6 

T a b l e  8-2. Error P r o b a b i l i t y  A f t e r  D e t e c t i o n  (Pe= 0 - 1 a )  

Thus, f o r  e x a m p l e ,  for f e q u a l  t o  5 ,  the error p r o b a b i l i t y  is 
reduced  b y  a f a c t o r  o f  a p p r o x i m a t e d l y  l / m ,  or 0.028 f o r  m e q u a l  
t o  32, a t  a cost o f  r e d u c i n g  the spectral  e f f i c i e n c y  b y  a f a c t o r  
o f  0 .83 .  

R e t u r n i n g  now t o  t h e  g e n e r a l  e x p r e s s i o n  f o r  t h e  e r r o r  
p r o b a b i l i t y ,  w e  n o t e  t h a t  i f  P e < < l ,  w e  can  w r i t e :  

Using E q u a t i o n  8-2 w e  o b t a i n :  
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N o t e  t h a t  the e r r o r  p r o b a b i l i t y  u s i n g  p a r i t y  c o d i n g  i s  
a p p r o x i m a t e l y  [ f ( f - 1 ) ] / 2  t i m e s  t h a t  u s i n g  i n t e r n a l  cod ing .  

8 . 6  Combining P a r i t y  Coding and I n t e r n a l  Coding 

I t  is possible  t o  combine i n t e r n a l  c o d i n g  and  p a r i t y  cod ing .  T h e  
s o u r c e s  of error are d i f f e r e n t .  I n t e r n a l  cod ing  errors for some 
p a r t i c u l a r  u s e r  a r i s e  f r o m  the set of s i g n a l s  chosen b y  t h e  other 
use r s .  P a r i t y  c o d i n g  errors are a r e s u l t  of the p a r t i c u l a r  set 
of f codewords chosen by the user  of i n t e r e s t .  I f  both c o d i n g  
t echn iques  are used, pa r i ty  c o d i n g  is o n l y  used t o  correct errors 
i f  i n t e r n a l  c o d i n g  f a i l s .  Hence, i f  w e  are t o  h a v e  a n  error 
persist a f t e r  combining the t w o ,  it is n e c e s s a r y  that  we  h a v e  t w o  
p e r s i s t i n g  i n t e r n a l  errors i n  f frames. T h i s  p r o b a b i l i t y  i s  
g i v e n  b y  E q u a t i o n  8-4 w h e r e  P, hi g i v e n  b y  P i n  E q u a t i o n  8 - 3 .  
Hence, the word error p r o b a b i l i t y  for the com&at ion  of the t w o  
t e c h n i q u e s  is: 

I n  summary, tkw? r e s u l t s  g i v e n  in E q u a t i o n s  8-1 t h r o u g h  8-9 are 
n e x t  s i m p l i f i e d ,  a n d  p r e s e n t e d  i n  a compact f o r m ,  a n d  the 
r e l e v a n t  t e r m s  are  r e d e f i n e d .  

p1 - p r o b a b i l i t y  t h a t  any g iven  codeword i s  masked 
due  t o  i n t e r f e r e n c e  from other u s e r s  

‘e - p r o b a b i l i t y  of a word e r r o r  due  t o  masking of 
one  of t he  k-1 improper codewords i n  a u s e r ’ s  
column 

’e1 - p r o b a b i l i t y  t h a t  a w o r d  error persists a f t e r  
i n t e r n a l  decod ing  
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- probability tha t  a word error  pe r s i s t s  a f t e r  
par i ty  decoding 

Pec - probability tha t  a word e r ror  pe r s i s t s  a f t e r  
a combination of internal decoding and par i ty  
decoding 

(6-10) 

(6-11) 

(6-12) 

(6-13)  

(6-14) 

8 . 7  E r r o r  Avoidance Techniques 

One of the possible appl icat ions of the coding described i n  this 
paper is t o  systems which a c t  in the broadcast mode, in which a 
sing l e  transmitter sends a number of messages t o  different users. 
There is s t i l  1 i n  this case the possibi l i ty  of interference i n  
the form of the composite masking one or more improper codewords. 
However, i n  this case the t r ansmi t t e r  has knowledge of and 
c o n t r o l  ove r  the composite s i g n a l .  I t  can re fuse  t o  send 
composites i n  which it knows that  one o r  more s igna ls  are masked. 
This can be done i n  a t  l e a s t  three ways. 

F i r s t ,  the transmitter c o i l d  simply de le t e  interfering or inter-  
ference s igna l s  from the composite, perhaps those intended for a 
s ignal  w i t h  a low priority. T k  cost here is a decrease in the 
da ta  r a t e  for  the low priority user. 

Second, the transmitter might be free t o  choose from more than 
one codeword t o  send a given message word, choosing those 
combinations which do not lead t o  interference. The cost  here is 
a la rger  codebook a t  the transmitter and the receiver, increasing 
coding and decoding implementation costs .  
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F h a  1 1 y, t k  broadcaster cou 1 d send an extra interference-reso 1 v- 
i n g  s ignal  t o  a 1  1 users. For example, this might take the form 
of a par i ty  signal as was discussed ear l ie r .  

8.8 Error Correction w i t h  ADDER Channels 

I n  the case of the A D D E R  channel it is p o s s i b l e  t o  use a 
v a r i a t i o n  o f  the basic  composition decoding a 1 gorithm which 
y ie lds  a lower error probabi l i ty  t h a n  can be obtained w i t h  the O R  
channel. Assume that  the receiver knows a1 1 of the user s igna l s  
or  proper codewords. If the receiver detects  a word error, it 
goes back t o  the decoded messages and removes a 1  1 of th known 
codewords from the received composite by reducing the count fo r  
each s ignal  element by one for each element of a known codeword. 
When it has completed this, the o n l y  remaining codeword is the 
desired proper codeword. Hence, this algorithm can always remove 
a s ing le  error whereas the algorithm for the O R  channel could 
p r o b a b l y  remove it. I f  more than one e r ror  is  de tec ted ,  the 
procedure is t o  remove as many codewords as are known, and t o  
attempt t o  correct the errors on the basis of the signal elements 
remaining i n  the reduced composite. 

If the u s e r  does not know the messages of the other users, it can 
s t i l l  reduce the probabi l i ty  by eliminating that codeword which 
has the lower element count i n  the signal matrix. It  is more 
l i ke ly  that  such a word is the improper codeword than that  it is 
proper. 

47 



9 .  SYSTEM CONFIGURATIONS AND APPLICATIONS 

I n  S e c t i o n  3 w e  s k e t c h e d  b r i e f l y  some g e n e r a l  ways i n  which 
m u l t i p l e  u s e r  s y s t e m s  c a n  be c o n f i g u r e d .  I n  t h i s  s e c t i o n  w e  
address  t h i s  q u e s t i o n  i n  much more d e t a i l  for t h e  p a r t i c u l a r  
t y p e s  of c o d i n g  o f  i n t e r e s t  i n  t h i s  paper. T h e  v e r s a t i l i t y  of 
the approach s u g g e s t s  a wide  v a r i e t y  o f  a p p l i c a t i o n s .  W e  b e g i n  
w i t h  a d i s c u s s i o n  of the t r a n s m i t t e r  m o d u l a t i o n  o p t i o n s  which are 
a v a i l a b l e .  W e  t h e n  c o n s i d e r  the v a r i o u s  forms o f  m u l t i p l e  u s e r  
c o m m u n i c a t i o n ,  p a r t i c u l a r l y  w i t h  r espec t  t o  t h e  t y p e s  of 
codebooks r e q u i r e d  for d i f f e r e n t  c o n f i g u r a t i o n s .  A l s o  d i s c u s s e d  
i n  t h i s  s e c t i o n  a r e  t e c h n i q u e s  f o r  p r i o r i t i z i n g  s i g n a l s ,  a n d  
prospec ts  f o r  m e s s a g e  s e c u r i t y  or s e c r e c y .  W e  c o n c l u d e  w i t h  a 
f e w  examples  of s p e c i f i c  a p p l i c a t i o n s  which s e r v e  to d e m o n s t r a t e  
t h e  v e r s a t i l i t y  o f  t he  approach .  

9 . 1  S i g n a l  Modula t ion  Forms 

M u c h  o f  t h e  d i s c u s s i o n  i n  t h i s  p a p e r  has  b e e n  i n  terms o f  a n  m- 
ary s i g n a l  w h i c h  hops f r o m  o n e  f r e q u e n c y  t o  a n o t h e r  o v e r  r t i m e  
s l o t s .  While th i s  p r o v i d e s  a c o n v e n i e n t  basis for d i s c u s s i n g  the 
c o d i n g  and  decoding ,  it i s  n o t  a t  a l l  n e c e s s a r y  t ha t  the s i g n a l s  
a c t u a l l y  r a d i a t e d  by  a t r a n s m i t t e r  be m-ary. Many a l t e r n a t i v e  
m o d u l a t i o n  forms w i l l  p r o v i d e  t he  same i n f o r m a t i o n .  Fo r  example ,  
w e  c o u l d  s e n d  s i g n a l s  w i t h  m-ary  a m p l i t u d e s  i n s t e a d - .  o f  
f r e q u e n c i e s ,  or w e  c o u l d  s e n d  narrow p u l s e s  i n  any of m s u b  t i m e  
s l o t s  w i t h i n  each of the r t i m e  s l o t s .  

We do  n o t  e v e n  h a v e  t o  use m-ary s i g n a l i n g .  T h e  i n f o r m a t i o n  i n  
t he  s i g n a l i n g  scheme shown i n  F i g u r e  3-1 c o u l d  be r e p r e s e n t e d  i n  
b i n a r y  fo rm,  f o r  e x a m p l e ,  b y  s e n d i n g  e a c h  r o w  o n e  b i t  a t  a t i m e ,  
perhaps by b i n a r y  phase  s h i f t  keying.  O r  w e  m i g h t  send t w o  b i t s  
a t  a t i m e  u s i n g  q u a d r a t u r e  phase s h i f t  keying .  The  p o s s i b i l i t i e s  
are  almost l imi t less .  

9 . 2  Basic System C o n f i g u r a t i o n s  

S e c t i o n  3 i n t r o d u c e d  the basic t y p e s  of m u l t i p l e  u s e r  system con- 
f i g u r a t i o n s .  I n  t h i s  s e c t i o n  w e  r e v i e w  these and  d i s c u s s  t he  
codebook needs  i n  each case. 

B r o a d c a s t  

I n  t h e  b r o a d c a s t  mode a s i n g l e  t r a n s m i t t e r  wishes  t o  s e n d  
messages  t o  a number o f  u s e r s  or sets  of u s e r s .  T h e  t r a n s m i t t e r  
d e c i d e s  which r e c e i v e r s  a re  t o  o b t a i n  which messages b y  s e l e c t i n g  
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an  address o r  a codeword column which corresponds to  the desired 
receivers.  T h i s  i s  analogous t o  p u t t i n g  a n  address on a message, 
i n d i c a t i n g  t o  whom it i s  t o  be de l ive red .  The r e c e i v e r  m u s t  of 
course have the appropriate address or codeword column, which it 
applies i n  the decoding algorithm t o  the received composite. 

The receiver may or  may not have information about the addresses 
o r  codewords of o t h e r  users .  I f  i t  does, it can use t h i s  t o  
decrease the error  probabili ty,  though this w i l l  require a more 
cos t ly  implementation than simple decoding. 

I n  t h e  broadcast  mode it  i s  poss ib l e  t o  consider some form of 
i n t e r f e r e n c e  avoidance, as discussed i n  Sect ion 8 .6 .  Since t h e  
transmitter knows the composite t o  be sent, it knows which of i t s  
s i g n a l s  a r e  masked. I t  may be a b l e  t o  avoid sending a masked 
s i g n a l  b y  choosing between a l t e r n a t i v e  s i g n a l s  w i t h  t h e  same 
meaning. I n  t h i s  way error  correction (avoidance) takes place a t  
the transmitter.  

Multiple Access 

I n  the multiple access mode more than one user sends messages t o  
a s i n g l e  r ece ive r .  Each user is given a unique address  o r  
codeword column. The r e c e i v e r  knows who i s  sending what by 
reason of t h i s  addressing,  e i t h e r  e x p l i c i t  or i m p l i c i t .  I f  t he  
r e c e i v e r  needs t o  d e t e c t  a l a r g e  number of s i g n a l s  a t  once, it 
may be more e f f e c t i v e  t o  implement the  composition decoding 
a lgor i thm than a l a r g e  s e t  of address decoding algori thms.  I f  
t h e  r e c e i v e r  uses a complete codebook, t h i s  could be a f ixed 
codebook w i t h  a column or address for every potential  user, or it 
m i g h t  be a dynamic codebook w i t h  a column or  address c a l l e d  up  
from memory when a customer becomes an ac t ive  user. Depending on 
which a lgor i thm i s  most e f f i c i e n t  i n  a given a p p l i c a t i o n ,  t h e  
receiver might  work d i r e c t l y  w i t h  a se t  of addresses to  implement 
address decoding, or it might  use the addresses t o  create columns 
of codewords which could be used w i t h  the  composition decoding 
algorithm. 

Two-U s e r  

I n  t h i s  mode one user wishes t o  communicate w i t h  one o the r  over  a 
channel which i s  a l s o  i n  use by  others .  T h i s  could be thought of 
a s  a degenerate case of the  broadcast  mode for the  case where 
t h e r e  i s  only one r e c e i v e r .  Again, as before,  t he  r e c e i v e r  may 
have only h i s  own address or column ava i lab le ,  or he may have a 
f u l l  codebook s e t  a v a i l a b l e  t o  h e l p  decrease the  word e r r o r  
probabili ty.  
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9 . 3  Pr ior i t iza t ion  

There a r e  a number of ways of providing p r i o r i t i e s  u s i n g  the 
approaches discussed here. One of these was described i n  Section 
8-6, for braodcast channels. I f  the transmitter sees tha t  a low 
p r io r i ty  signal w i l l  be masked, or  w i l l  mask some other s ignal ,  
it does no t  transmit t h a t  signal.  

I n  the  case of random codeword codes, one user w i t h  a high 
p r i o r i t y  is  given codewords which have more marks than those of 
low p r i o r i t y  users. Such words are l e s s  l i k e l y  to  be masked than 
those w i t h  fewer elements, and hence the probabili ty of error  i s  
lower for  these higher probability users. 

h way t o  g i v e  a user w i t h  a high p r i o r i t y  a g r e a t e r  da ta  r a t e  i s  
t o  give the user the r i g h t  t o  send more than one codeword, u s i n g  
d i f f e ren t  addresses or columns. 

S t i l l  another approach to  pr ior i t iza t ion  i n  the multiple access 
configuration i s  a protocol which might  be ca l l ed  " t r a f f i c  sense 
mult iple  access" (TSMA). In t h i s  mode each potent ia l  transmitter 
i s  required t o  observe the amount of t r a f f i c  on the channel, and 
t r ansmi t  only i f  it i s  below a l e v e l  authorized by t h e  user ' s  
p r i o r i t y .  A convenient measure of t he  l e v e l  of t r a f f i c  i s  the  
percentage of marks i n  the composite signal. 

9 . 4  Privacy and Secrecy 

I n  m u l t i p l e  user communication systems, pr ivacy  i s  o f t en  re- 
quired,  such a s  i n  te lephone and t e l eg raph  systems. I n  o the r  
cases ,  such as i n  bank t r ansac t ions  and business  nego t i a t ions ,  
secrecy i s  necessary. 

The system described here has good inherent security characteris-  
t i c s .  As l o n g  as  a p a r t i c u l a r  user i s  not given the  codebook 
column o r  address of o the r  users ,  it should not be a b l e  t o  de te r -  
mine the  message sen t  t o  or  by those users .  T h i s  l o g i c  breaks 
down i f  there is only one or  very few ac t ive  users. I f  a s ing le  
user  were a c t i v e ,  an eavesdropper could look a t  t h e  messages 
s e n t ,  and e i t h e r  cons t ruc t  a codebook o r  deduce an address  vec- 
t o r .  These could then be used l a t e r  when more use r s  came on 
l i n e .  One way t o  avoid t h i s  would be f o r  a system manager t o  
transmit random elements t o  confuse the eavesdropper. 

I t  might be thought t ha t  an eavesdropper, knowing t h a t  a particu- 
l a r  form of address was i n  use, could go through a l l  p o s s i b l e  
addresses, exhaustively, i n  search of the one tha t  yielded a f u l l  
row. And i n  f a c t  t h i s  would be a problem i f  t he  codebook was 
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good. B u t ,  i f  random coding were used, t h i s  strategy should not 
be e f f e c t i v e  i n  any f a i r l y  we l l  loaded system since we would 
expect t h a t  f i l l e d  rows due t o  i n t e r f e r e n c e  would be r a t h e r  
common. A n  eavesdropper should no t  be able to  determine whether 
a n  error  due t o  interference had occurred, or  whether the correct  
address had been discovered. 

9 . 5  Examples of Specific Applications 

The coding scheme described i n  t h i s  paper, u s i n g  e i t h e r  t h e  
composition decoding algorithm or  the address decoding algorithm, 
can be used i n  a very wide v a r i e t y  of app l i ca t ions .  I n  t h i s  
s e c t i o n  we l i s t  a few t y p i c a l  app l i ca t ions ,  intending not t o  
exhaust the poss ib i l i t i e s ,  b u t  rather t o  i l l u s t r a t e  the v e r s a t i l -  
i t y  of the system. 

Local Area Network 

A l o c a l  area network i s  s e t  up  t o  s e r v e  50 nodes. The network 
can operate i n  any of three modes: mult iple  access, broadcast, or 
p o i n t  t o  point .  When a user wishes t o  access the  system i n  the  
mult iple  access mode, it uses an address which ident i f ies  i t s e l f  
t o  the i n t e r e s t e d  r ece ive r .  I n  the broadcast  mode, it uses an 
address which i s  monitored by a l l  receivers. I n  addition it a l s o  
monitors his  own unique address,  and i s  capable  of monitoring 
other addresses which are established dynamically for pa r t i cu la r  
system configurations. 

Telephone Switching 

A te lephone system i s  s e t  u p  which provides  an a l t e r n a t e  t o  the  
conventional telephone system approaches of time, space and fre- 
quency divis ion multiplexing. Each se t  i n  the system is given a 
unique address, ca l l ed  i t ' s  "telephone number". When a telephone 
i s  picked up, it au tomat i ca l ly  sends i t s  address t o  i t s  l o c a l  
o f f i c e  which i s  thereby n o t i f i e d  t h a t  a c a l l  i s  t o  be p laced .  
The l o c a l  o f f i c e  sends back a d i a l  tone. The sender then d i a l s  
t h e  address  of the  s e t  which i t  wishes t o  c a l l ,  poss ib ly  w i t h  
a d d i t i o n a l  long d i s t ance  nuiiierals a t tached.  The l o c a l  o f f i c e  
loads  both of the  addresses  i n t o  i t s  dynamic codebook, and a l s o  
e s t a b l i s h e s  a l i n k  between them. I t  then s e l e c t s  a t r u n k ,  de- 
pending on the ca l  led address, and transmits ca l l i ng  information 
which eventually reaches the cal led se t .  I f  someone answers the  
phone, a connection i s  s e t  up t o  the c a l l e e ' s  l o c a l  o f f i c e ,  and 
the connection i s  complete. The switching is essen t i a l ly  accom- 
plished through the process of set t ing up temporary address pa i r s  
i n  the  t r a n s m i t t e r / r e c e i v e r  nodes through which the  te lephone 
c a l l  i s  routed. 
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S a t e l l i t e  Relav  

A s a t e l l i t e  ope ra t e s  w i t h  a s i n g l e  c h a n n e l  o v e r  which CDMA 
s i g n a l s  are t r a n s m i t t e d .  Ground s t a t i o n s  t r a n s m i t  a t  w i l l .  T h e  
s a t e l l i t e  r e c e i v e r  acts i n  a m u l t i p l e  access mode. The s a t e l l i t e  
d e t e r m i n e s  t o  whom the message is  to  be s e n t ,  and sets up e i ther  
a p o i n t  t o  p o i n t  c o n n e c t i o n  or  a c o n f e r e n c e  c a l l  as r e q u i r e d .  For 
s e c u r i t y  r e a s o n s  the  s e n d e r s  a r e  n o t  g i v e n  t he  addresses of t h e  
s t a t i o n s  called.  This is de te rmined  by the s a t e l l i t e  af ter  the 
s e n d e r  has i d e n t i f i e d  t he  s t a t i o n  t o  be called. 

I n t e r n a l  Computer Communications 

A c o m p u t e r  is d e s i g n e d  w i t h  s i n g l e  w i r e s  o r  l e a d s  i n s t e a d  of 
b u s e s  f o r  i n t e r n a l  c o m m u n i c a t i o n .  When o n e  p a r t  of t h e  u n i t ,  
s u c h  as a c e n t r a l  p r o c e s s i n g  u n i t  f o r  e x a m p l e ,  n e e d s  t o  s e n d  a 
s i g n a l  t o  another  u n i t ,  s u c h  as a memory for  example,  it u s e s  t he  
a d d r e s s  of t h e  u n i t ,  a n d  t r a n s m i t s  i t s  s i g n a l  o v e r  t h e  common 
s i g n a l  l e a d .  
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10. A PRACTICAL SYSTEM APPLICATION 

Gateway #1 

The purpose of t h i s  s ec t ion  i s  t o  s t u d y  a s p e c i f i c  system which 
might use the CDMA approaches described i n  t h i s  paper. The 
system chosen for s tudy  is a computer communications network to  
ope ra t e  i n  a fu tu re  space vehic le .  A t y p i c a l  example would be 
t h e  Space S ta t ion  now under considerat ion fo r  the  l a t e  1980's. 
The a p p l i c a t i o n  i s  one which w i l l  r e q u i r e  m u l t i p l e  u s e r  
communications, and which has suff ic ient  breadth to  i l l u s t r a t e  a 
number of the f ea tu res  of CDMA. We begin with a d e s c r i p t i o n  of 
the system, and then t u r n  t o  i t s  analysis. 

Gateway #2 

10 .1  System Description 

A block diagram of the system showing the bas ic  s e t  of users  t o  
be served i s  given i n  Figure 10-1. The system s e r v e s  50 nodes 

- 
File  

Server 

Figure 10-1. System Block Diagram 

System 
Manager 

which can provide f o r  human i n t e r f a c e ,  o r  f o r  i n t e r f a c e  with 
other information sources or sinks within the spacecraft. There 
are a l s o  two gateways which provide for  radio wave communications 
with systems ou t s ide  the  spacecraf t .  The system a l s o  has an 
automatic system manager, which has a number of ro les  described 
below, and a f i l e  s e r v e r  which ac t s  as  a l i b r a r y  of information 
or programs useful t o  the space station. 
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T h e  50 n o d e s  r e p r e s e n t  t h e  50  p o t e n t i a l  u s e r s  of t h e  s y s t e m .  
D i f f e r e n t  u s e r s  a r e  as sumed  t o  h a v e  d i f f e r e n t  d u t y  c y c l e s ,  and  
a r e  g i v e n  d i f f e r e n t  p r i o r i t i e s ,  d e p e n d i n g  on the i m p o r t a n c e  of 
t h e i r  a c t i v i t y  i n  the s p a c e c r a f t .  Related t o  a u s e r ' s  p r i o r i t y  is 
i t ' s  t r a f f i c  s e n s e  m u l t i p l e  access ( T S M A )  m e a s u r e .  T h i s  i s  the  
p e r c e n t  of t h e  t o t a l  number of e l e m e n t s  i n  t h e  s i g n a l  m a t r i x  
which are  f i l l e d  (marks). U s e r s  c o n t i n u a l l y  m o n i t o r  the s i g n a l  
m a t r i x .  If  t h e  TSMA m e a s u r e  e x c e e d s  t h e i r  t h r e s h o l d ,  t h e y  a r e  
n o t  a1  lowed t o  t r a n s m i t .  Node c h a r a c t e r i s t i c s  are summarized i n  
Table 10-1. 

N o d  e TSMA 
Numbers Duty Cycle P r i o r i t y  Threshold 

1-3 100% 1 100% 

4-5 5 1 100% 

6-15 5 2 50% 

16-50 1 3 30% 

T a b l e  10-1. User Node P r i o r i t i z a t i o n  

Nodes 1-3 opera t e  c o n s t a n t l y  ( d u t y  c y c l e  = 100%) .  They  c a r r y  
v i t a l  i n f o r m a t i o n  a b o u t  the system s t a t u s  and s a f e t y .  They are 
g i v e n  t he  h i g h e s t  p r i o r i t y ,  and there i s  no TSMA threshold above  
which they are d e n i e d  access. Nodes 4-5 operate i n t e r m i t t e n t l y ,  
b u t  t h e y  are a s s i g n e d  t o  key  c o n t r o l  p e r s o n n e l  who a l s o  h a v e  t h e  
h i g h e s t  p r i o r i t y .  T h e  n e x t  
t e n  n o d e s  r a t e  a lower p r i o r i t y .  They c a n n o t  access t h e  s y s t e m  
i f  more t h a n  50% o f  t h e  s i g n a l  e l e m e n t s  w e r e  marks d u r i n g  t h e  
p r e v i o u s  s i g n a l  t i m e  frame. Nodes 16 t o  50 u s e  the s y s t e m  when- 
e v e r  less t h a n  30% of the  s i g n a l  e l e m e n t s  are marks. 

They a r e  u s e d  a b o u t  5% of t h e  t i m e .  

A t y p i c a l  node  block d i a g r a m  i s  shown i n  F i g u r e  1 0 - 2 .  T h e  
s o u r c e  message can  o r i g i n a t e  from one  of three types of periphe- 
r a l  d e v i c e s :  te le type t e r m i n a l ,  p h y s i c a l  sensor, or data s t o r a g e  
d e v i c e .  The block named l l source l l  i n c l u d e s  w h a t e v e r  s i g n a l  pro- 
c e s s i n g  may be n e c e s s a r y  t o  p re sen t  t he  s i g n a l  t o  the  c o d i n g  u n i t  
i n  d i g i t a l  f o r m .  For e x a m p l e ,  i n  t he  case of the s e n s o r  t h i s  
means a n a l o g  t o  d i g i t a l  c o n v e r s i o n .  

T h e  c o d i n g  u n i t  t a k e s  t h e  d i g i t a l  s i g n a l  f r o m  the s o u r c e  and  
forms a n  m-ary codeword c o n s i s t i n g  of r e l e m e n t s .  I n  t h i s  
p a r t i c u l a r  case m i s  16  a n d  r i s  5 .  T h e  number of c o d e w o r d s  
r e q u i r e d  t o  r e p r e s e n t  the  o u t p u t  f rom the  s o u r c e  d e p e n d s  on t h e  
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m-ary 

Binary  
Source  > Coding I to  

Cable 

C a b l e  > 
D r i v e r  

S i n k  Decoding - Et: i b  

\ 

B i n a r y  

m-ary J R e c e i v e r  
t o  - L i n e  14 

1 

F i g u r e  10-2.  Block Diagram of T y p i c a l  Node 

t y p e  of p e r i p h e r a l  d e v i c e  i n  use. F o r  e x a m p l e ,  t he  s a m p l e d  a n d  
q u a n t i z e d  o u t p u t  of the s e n s o r s  is a n  e i g h t  b i t  s i g n a l ,  r e q u i r i n g  
t w o  c o d e w o r d s .  T h e  c o d i n g  u n i t  c r ea t e s  t h e  c o d e d  s i g n a l  by add-  
i n g ,  modu lo -17 ,  a f i v e - e l e m e n t  a d d r e s s  t o  o n e  of t h e  f o l l o w i n g  
message s i g n a l s  d e t e r m i n e d  by  the s o u r c e .  

0 0 0 0 0  
1 1 1 1 1  
2 2 2 2 2  

. . . .  
1 6  16  1 6  1 6  1 6  

T h e  f i r s t  s i x t e e n  c o d e w o r d s  a r e  u s e d  t o  t r a n s m i t  f o u r  b i t s  of 
d a t a .  T h e  l a s t  codeword  i s  u s e d  fo r  c o n t r o l  p u r p o s e s  o n l y ,  a s  
e x p l a i n e d  i n  more d e t a i l  b e l o w .  
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Each of the 5 7  u n i t s  i n  the  system i s  assigned a unique address. 
For example, the address for Terminal#37 is: 

11 4 9 13 2 

I n  addition there i s  a "broadcast" address which is: 

15 5 1 2  2 11 

There are  a l s o  a number of other addresses which can be assigned 
dynamically, as we sha l l  see l a t e r .  

The purpose of the  m-ary t o  b i n a r y  u n i t  i s  t o  t r a n s l a t e  the 1 7 -  
a ry  5-element codeword i n t o  a 85 ( 5 x 1 7 )  b i t  binary codeword 
s u i t a b l e  f o r  t ransmission on a f i b e r  o p t i c  t ransmission l i n e .  
The c a b l e  d r i v e r  has two functions.  I t  counts t h e  number of 
marks i n  the 85 b i t  b inary codeword. I f  the  percentage exceeds 
the pr ior i t ized  TSMA threshold, the cable dr iver  inh ib i t s  trans- 
mission. I f  t h e  count i s  l e s s  than t h e  th re sho ld ,  t he  c a b l e  
d r i v e r  t ransmi ts  a s i g n a l  i n t o  the  cab le  d u r i n g  each of t h e  
appropriate 85 time s l o t s  du r ing  each frame. 

The l i n e  receiver detects  the composite signal consisting of a l l  
of t he  s i g n a l s  sen t  by the a c t i v e  users ,  inc luding  the  s i g n a l  
which has ju s t  been put there by the l i n e  driver.  The binary t o  
m-ary u n i t  conver t s  t he  8 5  b i t  binary s i g n a l  back i n t o  a 17-ary 
5-element signal which goes t o  the  decoder. 

The decoder depends on the user. For example, Terminal#37 reads 
only those signals directed to  it, and therefore it uses a simple 
address decoder. However, the system manager keeps track of a l l  
messages on the l i n e .  I t  m u s t  be ab le  t o  decode s i g n a l s  from a l l  
57 devices, plus some additional dynamic sub-networks which can 
be s e t  up. For t h i s  reason it  uses a composition decoding 
algorithm, which i s  found to be simpler to  implement than a la rge  
s e t  of  a d d r e s s  d e c o d e r s ,  a s  w e l l  a s  h a v i n g  b e t t e r  e r r o r  
correction capacit ies.  

1 0 . 2  System Protocols 

T h i s  section describes the handshaking procedure the system uses 
t o  s e t  up communication channels,  and how the  system ope ra t e s  
a f t e r  channels are  established. 
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T o  begin a communication t o  one or more of the o ther  users ,  a 
user ac t iva tes  a message in i t i a t ion  signal.  For example, i n  the 
case of the  t e l e t y p e  te rmina l  t h i s  i s  done by depressing a spe- 
c i a l  key c a l l e d  " i n i t i a t e " .  The user then chooses one of t h r e e  
transmission modes: broadcast, single receiver, or conference by 
press ing  b, s, or  c, r e s p e c t i v e l y .  I f  the  user p re s ses  b, a 
message i s  sen t  t o  the  source t o  send the message (16 16 16 16 
161, which i s  the c o n t r o l  message, and a message i s  s e n t  t o  t h e  
encoder t o  use the broadcast address (15 5 12 2 11). The encoder 
adds t h e  c o n t r o l  message t o  t h e  broadcast address,  and sends i t  
t o  the transmission l ine.  The user then  sends two consecutive 
four-bit message words which identify himself as the originator 
of the message. These are a l s o  sent w i t h  the broadcast address. 
A l l  of the 54 users monitor the broadcast channel by continually 
applying an address decoder t o  the composite signal.  When they 
observe the control message i n  the broadcast channel, they know 
tha t  some user is broadcasting a message, and the user's ident i ty  
i s  g i v e n  b y  t h e  f o l l o w i n g  t w o  message words. W i t h  t h i s  
established, the user now proceeds to  send the intended message 
t o  a l l  of the other users. A t  t h e  end of the message, a sign-off 
message no t i f i e s  the receivers of the end of the transmission. 

If the sender wishes t o  transmit to only one of the other users, 
he uses the address which is unique to  the intended recipient of 
t he  message. And of course a l l  t e rmina ls  cont inuously monitor 
t h e i r  own address. 

As a t h i r d  a l t e r n a t i v e  the user may request  a conference c a l l  
involving any desired subset of users. T h i s  i s  accomplished by 
sending the  con t ro l  word addressed t o  the system manager, who 
then makes any necessary arrangements for the c a l l ,  including the 
determinat ion of p r i o r i t i e s ,  checking t o  see i f  the  o the r  users  
are  free,  and assigning a temporary address t o  be used d u r i n g  the 
c a l l .  

10 .3  Error Correction 

The system has ava i lab le  four l eve l s  of error  control which can 
be c a l l e d  up according t o  t h e  i n t e r e s t s  of t h e  user3 and t h e  
nature of the message. These are: 

N o  Error Control 

I n  t h i s  case no e r r o r  c o n t r o l  techniques a r e  used. T h e  decoder 
d e t e c t s  e r r o r s  b u t  cannot co r rec t  them. The system i s  designed 
t o  have a word e r r o r  p r o b a b i l i t y ,  without co r rec t ion ,  of l r 3 .  
T h i s  i s  considered to  be adequate for voice transmission and for 
some t e x t  transmission. Twenty of t h e  u n i t s  have no e r r o r  
control.  

- 
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Internal  Decoding Error Correction 

T h i s  form of error  correction i s  an extension of the composition 
decoding algorithm. I t  can o n l y  be used by u n i t s  which decode 
a l l  of t h e  messages i n  t he  composite. I n  t h i s  system, t h i s  
i nc ludes  the  system manager, a n d  t h e  Space S t a t i o n  Chief Off i -  
c e r ' s  t e rmina l ,  which i s  Terminal#4. This reduces t h e  e r r o r  
probabi l i ty  from the uncoded l r 3  t o  

Pari ty  Error Correction 

I n  t h i s  case, when a user is sending a message, every tenth word 
i s  t h e  modulo-16 sum of the previous nine words. Terminals use 
t h i s  p a r i t y  check t o  c o r r e c t  exac t ly  one word e r r o r ,  with 
certainty.  T h i s  l e v e l  of control i s  employed by a l l  of the u n i t s  
except the  28  which do not use e r ro r  c o n t r o l .  I t  i s  used by the  
system manager and Terminal#4 a s  back-up. T h i s  reduces the error  
probabili ty t o  

Internal  Coding P l u s  Par i ty  Coding 

I f  the internal  decoding f a i l s  to  correct the word error, par i ty  
coding i s  used to  attempt to  resolve the persist ing error. This 
combination coding i s  used only by the system manager. However, 
o the r  u n i t s  may i n t e r r o g a t e  t h e  system manager i n  an attempt t o  
correct an error  which they have not resolved. 

Echo Error Correction - 
When a given terminal  sends a message word, it s imultaneously 
l e a r n s  what i n t e r f e r e n c e  w a s  g e n e r a t e d  by o t h e r  u s e r s  by  
monitoring the composite s i g n a l  through i t s  receiver branch. I f  
it sees  t h a t  both i t s  proper message and one of i t s  improper 
codewords have been masked by the i n t e r f e r e n c e ,  t h e n  it knows 
t h a t  t h e  composition decoding algori thm w i l l  not be a b l e  t o  
reso lve  the error. So it retransmits the message codeword. This 
has the e f fec t  of reducing the error probabili ty t o  10'?. 

10.4 Error Probability Calculations 

The probabili ty tha t  an e r ror  i s  made due t o  interference depends 
on the  number of users ,  which is a random v a r i a b l e .  The use 
s t a t i s t i c s  f o r  the  var ious  users i sg iven  i n  Table  10-1. We 
assume tha t  the users ac t  independently, and that  the probabili ty 
t h a t  they w i l l  use any p a r t i c u l a r  time frame i s  equal t o  t h e i r  
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d u t y  c y c l e .  From T a b l e  10-1, w e  h a v e  t h ree  u s e r s  w h o  u s e  a g i v e n  
t i m e  f rame w i t h  p r o b a b i l i t y  1008, t w e l v e  w i t h  probabi l i ty  58, and 
35 w i t h  p r o b a b i l i t y  1%. The  t o t a l  number o f  u s e r s  d u r i n g  a n y  
t i m e  f rame is :  

k = 3 + kl + k2 (10-1 ) 

where kl and k2 are B e r n o u l l i ,  w i t h  d i s t r i b u t i o n s  b(k1: 120 0.05) 
a n d  b(k2:  35, 0.01),  r e s p e c t i v e l y .  T h e s e  d i s t r i b u t i o n s ,  p (k ) ,  
a l o n g  w i t h  the c o r r e s p o n d i n g  c u m u l a t i v e  d i s t r i b u t i o n  f u n c t i o n s ,  
P(k), are g i v e n  i n  Table 10-2. 

- P ( k 2 1  - k P(kl1 - P(kl )  

0 0.7034 0.7034 0.5403 0.5403 
1 0.2487 0.9521 0.3413 0.8816 
2 0.0427 0.9948 0.0988 0.9804 
3 0.0047 0.9996 0.0173 0.9978 
4 0.00037 0.99997 0.0020 0.9998 
5 0.00002 0.99999 0.00017 0.99999 

P(k3.1 - - - - 

T a b l e  10-2. A c t i v e  User P r o b a b i l i t y  D i s t r i b u t i o n s  

T h e  d i s t r i b u t i o n  f o r  k i n  E q u a t i o n  10-1 i s  found  b y  c o n v o l v i n g  
t h e  d i s t r i b u t i o n s  of 3, k l r  and  k2. T h e  r e s u l t i n g  d i s t r i b u t i o n  
i s  g i v e n  i n  Table 10-3. 

k - 
3 0.3800 0.3800 
4 0.3478 0.7548 
5 0.1775 0.9323 
6 0.0539 0.9862 
7 0.0117 0.9979 
8 0.0019 0.9998 

T a b l e  10-3. D i s t r i b u t i o n s  of Total  A c t i v e  Users 
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The average  number of  u s e r s  is:  

(10-2) 

N e x t  w e  t u r n  t o  a c a l c u l a t i o n  of t h e  word error p r o b a b i l i t y .  W e  
u s e  E q u a t i o n  7-5 h e r e ,  r a t h e r  t h a n  E q u a t i o n  7-6, s i n c e  w e  a r e  
u s i n g  error c o r r e c t i n g  t e c h n i q u e s ,  ra ther  t h a n  a c o i n  f l i p ,  t o  
r e s o l v e  d e t e c t e d  errors. Hence, the bound on the error is: 

= 16[1-(16/17)k'116 (1Q-4) 

This e r ror  p r o b a b i l i t y  b o u n d  is g i v e n  i n  T a b l e  10-4  f o r  t he  
s i g n i f i c a n t  v a l u e s  of k, g i v e n  i n  T a b l e  10-3. W e  a l s o  g i v e  i n  
T a b l e  10-4 the f u n c t i o n  P(k) ,  which is the p r o b a b i l i t y  t h a t  the 
w o r d  e r ror  p r o b a b i l i t y  i s  equal  t o  o r  less than  t h e  given P e e  

- k -e P P ( k )  

3 0.0000472 0.3800 
4 0.000446 0.7538 
5 0.00208 0.9323 
6 0.0066 0.9862 
7 0.0164 0.9979 
8 0.0346 0.9998 

- 

Table 10-5. Uncorrected Word Error  P r o b a b i l i t i e s  

The average  va lue  of Pe f o r  t h i s  example is  1 . 1 5 ~ 1 0 ' ~ .  

So f a r  w e  have  o n l y  considered th word error p r o b a l i l i t y  without  
error c o r r e c t i o n .  With correction techniques app  1 ied, the error 
p r o b a b i l i t i e s  are g iven  by Equations 8-10 through 8-14, which f o r  
t h i s  example have t h e  form: 

p1 = [1-(16/17)k'1]6 

60 



2 Pep= 720P1 

Numer ica l  v a l u e s  are  g i v e n  i n  Table 10-6. 

3 2.21E-6 3.54E-5 7.86E-11 3.54E-9 1.74E-2CI 
4 2.11E-5 3.38E-4 7 a 5 E - 9  3.2212-7 1.44E-16 
5 9.97E-5 1 59E-3 1.59E-7 7.16E-6 7.11 E-14 
6 3.20E-4 5.10E-3 1.643-6 7.40E-5 7.52E-12 
7 8.04E-4 1.291~-2  1.00E-5 4.65E-4 3.01E-10 
8 1.70E-3 2.74E-2 4 70E-5 2.1113-3 6.16E-9 

Table 10-6. Word Error P r o b a b i l i t i e s  w i t h  C o r r e c t i o n  

1 0 . 5  System Manager 

The s y s t e m  m a n a g e r  is a h a r d w a r e  u n i t  w h i c h  has a series of 
t a s k s .  I n  g e n e r a l  it m o n i t o r s  o p e r a t i o n  of the s y s t e m ,  a n d  
reports a n y  m a j o r  problems o r  d e f e c t s  t o  the chief o f f i c e r  of the 
S p a c e  S t a t i o n .  I t  a l s o  a s s i g n s  a n y  temporary a d d r e s s  vectors  
which may be needed t o  set up ad-hoc c o m b i n a t i o n s  of use r s  f o r  
c o n f e r e n c e  ca l l s ,  or f o r  other r e a s o n s .  

T h e  s y s t e m  manager has the most p o w e r f u l  error c o r r e c t i o n  
t e c h n i q u e s  i n  the s y s t e m .  I f  a u n i t  is u n a b l e  t o  cor rec t  a n  
e s s e n t i a l  c o d e w o r d  which is i n  error ,  it c a n  i n t e r r o g a t e  the 
sys t em manager.  Hence, this becomes s t i l l  another form of error 
correction a v a i l a b l e  t o  a l l  u s e r s .  
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1 0 . 6  E x t e r n a l  Communications 

Any user c a n  set up a radio communica t ions  with nodes  e x t e r n a l  t o  
the Space S t a t i o n  by r e q u e s t i n g  a s p e c i a l  address fo r  t h a t  
pu rpose ,  as w e 1  1 as access t o  a ga teway.  The address and  s i g n a l  
f o r m s  are e x a c t l y  th? same as for i n t e r n a l  communicat ions.  I t  is 
o n l y  n e c e s s a r y  t o  a p p l y  s i g n a l s  to  tk r e l e v a n t  e x t e r n a l  radio 
m o d u l a t o r s .  
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11. CONCLUSION 

T h i s  paper has reported on t h r e e  major r e s u l t s  of  a s t u d y  of 
multiple user communication systems. These resu l t s  are: 

1. 

2. 

3 .  

A new algorithm has been introduced which separates 
user signals i n  a multiple user environment charac- 
terized by mutual interference. 

Multiple user systems have been reviewed and devel- 
oped i n  general, and i n  par t icular  it has been shown 
how the new algori thm r e l a t e s  t o  previous work i n  
t h i s  f ie ld .  

I t  has been shown how the approach presented here 
could be used t o  accomplish multiple user communica- 
t ion  i n  Space Station. 

Many quest ions have ye t  t o  be answered i n  each of these areas .  
Sone of the most important issues which should be addressed follow. 

Search for additional interference-free codes which may be 
more e f f i c i en t  than prime number codes. 

Establish a stronger mathematical basis  for the coding, the 
decoding algorithms, and the proofs of theorems. 

Determine whether noise and interference are  best dea l t  w i t h  
by the same or d i f fe ren t  algorithms. 

Determine the  secur i tyand  sec recypo ten t i a l  f o r  these  com- 
position codes. 

Identify additional applications of composition codes. 

S t u d y  a number of external codes, and t r y  t o  .identify the 
best  choice. 

S t u d y  the implementation of the basic decoding algorithm 
and i t s  extensions, and compare the complexity and cost 
w i t h  t ha t  of other approaches. 

Compare the loca l  area netword protocals described here 
w i t h  other protocols. 

Obtain more data on the anticipated communications needs 
of Space Station, and improve the proposed multiple user 
system accordingly. 
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